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• 35 years plus in computer security, 20 years pen testing

• Expertise in host and network security, IdM, crypto, PKI, 
APT, honeypot, cloud security

• Consultant to world’s largest companies and militaries for 
decades

• Previous worked for Foundstone, McAfee, Microsoft

• Written 14 books and over 1,300 magazine articles

• InfoWorld and CSO weekly security columnist 2005 - 
2019

• Frequently interviewed by magazines (e.g. Newsweek) 
and radio shows (e.g. NPR’s All Things Considered)

About Roger

Certification exams passed include:

• CPA
• CISSP
• CISM, CISA
• MCSE: Security, MCP, MVP
• CEH, TISCA, Security+, CHFI
• yada, yada
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Roger’s Books
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60,000
Over

Customers
• The world’s largest integrated Security Awareness 

Training and Simulated Phishing platform

• We help tens of thousands of organizations manage the 
ongoing problem of social engineering

• CEO & employees are industry veterans in IT Security

• Global Sales, Courseware Development, Customer 
Success, and Technical Support teams worldwide

• Offices in the USA, UK, Netherlands, India, Germany, 
South Africa, United Arab Emirates, Singapore, Japan, 
Australia, and Brazil
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Today’s Presentation
• Cloud Security Alliance Top 11
• Better Way of Thinking About Cloud Security Threats
• Top Cloud Security Threats
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Agenda
• Cloud Security Alliance Top 11 Threats
• Better Way of Thinking About Cloud Security 

Threats
• Top Cloud Security Threats
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Cloud Security Alliance (CSA)
• https://cloudsecurityalliance.org
• Formed in 2008, most respected cloud security organization
• 35 active working groups
• Chapters around the world

CSA Top 11
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Cloud Security Alliance (CSA)
Top Threats to Cloud Computing: Pandemic 11 Deep Dive report
• https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-

pandemic-eleven-deep-dive/
• Considered one of the best reports on the state of cloud security
• Different report with a different “cool” name each year

CSA Top 11
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CSA Top 11 Report Weaknesses
I love the CSA and the education they provide, but…
• It’s a survey of gut feelings, not actual data

• The world is full of experts fearing lots of non-critical critical threats

• Doesn’t include some types of attacks, DDoS, etc.
• Seems a bit vendor-driven at times
• Relevance rankings not backed by hard data
• It’s a hodge-podge mix of threats and causes of threats

• Data exfiltrations are outcomes of threats and risks, not a threat
• Data exfiltrations occur because of everything else

• Still a great report that should be read by all cloud users and providers

CSA Top 11
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Agenda
• Cloud Security Alliance Top 11
• Better Way of Thinking About Cloud Security 

Threats
• Top Cloud Security Threats
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Better Way of Thinking About Cloud Security
• Real Data Should Drive Risk Relevance
• Focus on Root Causes of Initial Exploits
• Mitigate Top Root Causes First and Best
• Communicate Top Root Causes and Planned Defenses Across Teams and 

Organization

If you are interested in more on this subject:
• https://info.knowbe4.com/webinar-grimes-computer-security-defenses
• https://www.amazon.com/Data-Driven-Computer-Defense-Should-

Using/dp/B0BR9KS3ZF
• http://aka.ms/datadrivendefense

Data-Driven Defense



Focus on Root Causes
You should care most about root causes of initial breaches

Ransomware isn’t the problem. Pass-the-hash-attacks aren’t the problem

Focusing on individual threats and only what they did after they got in 
is like worrying about your brakes after your car is stolen

When you’ve adjusted your thinking, adware is as worrisome as a malicious 
backdoor remote access Trojan or ransomware
 
Both took the same effort to get into your environment and is revealing 
defensive gaps



Focus on Root Causes
How attackers/malware break in

?

?

?
What’s the number one initial root exploit in your environment?
• Social Engineering
• Programming Bug (patch available or not available)
• Authentication Attack
• Malicious Instructions/Scripting
• Data Malformation
• Human Error/Misconfiguration
• Eavesdropping/MitM
• Side Channel/Information Leak
• Brute Force/Computational
• Network Traffic Malformation
• Insider Attack
• 3rd Party Reliance Issue (supply chain/vendor/partner/etc.)
• Physical Attack

Ask Yourself 3 Key Questions:
1. Can your team correctly answer what is the top initial exploit cause? 
2. Is the answer consistent across all stakeholders? 
3. Do you have data to back up the right answer?



The Data-Driven Defenders Approach

Risk Ranked Threat Perceptions: 
• Focuses on root causes
• Local experience and data is highly valued
• Relevance is a big deciding factor

Risk Ranked Defenses:
• Mitigates root causes, not individual threats
• More efficient resource utilization
• Allows clearer cost/benefit considerations
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May decide that the cost of defending against small threats is not a good business decision



• Social Engineering

• Unpatched Software

Preventative Controls

• Technical

• Training

Biggest Initial Breach Root Causes for Most Companies

Social engineering is responsible for 70% - 90% of all malicious data breaches
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Agenda
• Cloud Security Alliance Top 11
• Better Way of Thinking About Cloud Security 

Threats
• Top Cloud Security Threats
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Cloud Security Issues We Were Always Worried About But You Don’t See 
(Much of if any) In The Real-World (Yet)
• Tenant co-mingling/collisions
• Cloud-based malware
• Virtual machine client-to-client or host-to-client or client-to-host attacks
• Malicious undeletion
• Data Ownership issues

• Real issues that are causing problems aren’t as “sexy”…

It’s Not These, As Previously Expected
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Summary
• Social Engineering (is the top threat)
• Logon/Authentication Issues
• Overly Permissive Permissions
• Unpatched Software (and Firmware)
• Insecure APIs

Top Cloud Security Threats
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• Examples

Social Engineering
“Attackers targeted…with a 
phishing campaign, 
resulting in this October 
2022 breach. Some 
employees clicked the 
malicious links and 
authenticated in the fake 
CircleCI website using their 
GitHub credentials and OTP 
mechanism. That enabled 
the attacker’s privileged 
access to Dropbox’s GitHub 
repositories.



21

• More Examples

Social Engineering
“The attackers obtained 
initial access to various 
victim mailboxes using 
malicious attachments to 
spear phishing emails. This 
access established 
persistence on target 
endpoints and enabled 
lateral movement from the 
endpoints to adjacent 
systems”
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Methods
• Phishing/Social Engineering
• Password Guessing
• Hard Code Credentials
• Ex-Employee
• Hacking MFA

Logon/Auth Issues



Network
Session 
Hijacking

Network Session Hijacking Proxy Theft Logical Diagram

Adversary-in-the-Middle Attack

Phishing email
With

Rogue URL

Step 1

Step 2

Man-in-the-Middle (MitM)
Rogue Transparent Proxy

Web site

Victim’s
Intended
Web site

1. Hacker sends victim phishing email with rogue URL
2. Victim tricked into clicking on rogue URL, taking victim to rogue MitM site
3. MitM site then connects to victim's intended legitimate, real, web site
4. MitM site collects all info/data sent between victim and real web site; and vice-versa
5. Hacker can steal victim’s logon creds, MFA, access control token cookie, etc.
6. Hacker uses victim’s access control token cookie to logon

SAML token

1234

SAML token



AitM Hack Demo

MFA Hack Example Demo

https://blog.knowbe4.com/heads-up-new-exploit-hacks-linkedin-2-factor-auth.-see-this-kevin-mitnick-video
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• Examples – Adversary-in-the-Middle Attacks

Logon/Auth Issues
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• Examples

Logon/Auth Issues

How did hacker 
get stolen 
credentials to 
begin with? 
Hmm. Hmm.
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• Examples – Hard Coded Passwords

Logon/Auth Issues

2017 Attack
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• Examples – Hard Coded Passwords

Logon/Auth Issues
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Defenses
• Education
• Require phishing-resistant MFA

• https://www.linkedin.com/pulse/dont-use-easily-phishable-mfa-thats-most-roger-grimes 
https://www.linkedin.com/pulse/my-list-good-strong-mfa-roger-grimes

• Require unique, non-common, complex, not-shared-with-any-other-site 
passwords, that are get changed at least once a year

• https://blog.knowbe4.com/password-policy-e-book
• Enable account lockout
• Lock logons to predefined IP addresses, digital certs, or devices
• Prevent and scan for hard-coded credentials

Logon/Auth Issues
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Logon/Auth Issues
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• One of the most common security issues
• Misconfigured permissions, allowing too many people to view non-public data
• Usually due to human error

Overly Permissive Permissions
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• Examples

Overly Permissive Permissions
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• More Examples

Overly Permissive Permissions
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• More Examples

Overly Permissive Permissions
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• More Examples

Overly Permissive Permissions
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Defenses
• Education
• Practice Least Privilege Permissions
• Periodically Audit/Verify Permissions
• Alert on unauthorized permission changes
• Change/Configuration Control
• Lock logons to IP addresses, digital cert, technology, behind VPN, etc.
• “Wrap” data in encrypted container

Overly Permissive Permissions
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• How Big of a Problem?

Unpatched Software

https://blog.knowbe4.com/hands-on-defense-unpatched-software-causes-33-of-successful-attacks
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• 33% of all malicious data breaches are due to unpatched software

Hacker Steps
• 1. Find unpatched software or firmware

• Nmap, Shodan, Nikto2

• 2. Locate related exploit
• Exploitdb (https://www.exploit-db.com/)

• 3. Execute exploit against target victim

Unpatched Software
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• 20% to 40% of all malicious data breaches are due to unpatched software
• Many hacking tools can easily find them, including:

• Nmap, Shodan, Nikto2

Steps
• 1. Find unpatched software
• 2. Locate related exploit

• Exploitdb (https://www.exploit-db.com/)

• 3. Execute exploit against target victim

Unpatched Software
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• Examples

Unpatched Software
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• Examples

Unpatched Software

https://www.shodan.io/
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• More Examples

Unpatched Software
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Defenses
• Patch your software in a timely manner
• If it’s on the CISA Known Exploited Vulnerabilities Catalog list, get it patched 

ASAP!!
• https://www.cisa.gov/known-exploited-vulnerabilities-catalog

• Clearly define who has patching responsibility for assets
• If you can’t patch quickly, use application-level firewall/proxy

Unpatched Software
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Application Programming Interfaces
• Many organizations and services have them
• They are online portals/connection points that allow external people and 

systems to interact with them to do programmatic inquiries and actions
• Sadly, often not secured or monitored
• APIs are a common entry point for hackers and abuse

Insecure APIs
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Examples

• 2023 T-Mobile API attack exposed PII of 37M customers

• 2023 Honda API attack allowed an attacker to reset anyone’s password

Insecure APIs
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Examples

• API security company FireTail states more than half a billion records have 

already been exposed via vulnerable APIs this year so far

• Enterprise Strategy Group says 92% of surveyed orgs experienced a breach 
due to an API attack

• Akamai said 75% of 61B password spray attacks it tracked used APIs
• https://www.akamai.com/us/en/multimedia/documents/state-of-the-internet/soti-security-

financial-services-hostile-takeover-attempts-report-2020.pdf

Insecure APIs
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Summary

• Inventory your APIs

• Secure Your APIs

• At the very least, make sure normal security hygiene is applied to APIs

• Maybe used an application-level firewall/gateway/proxy to protect it/them

• Monitor Your APIs and alert on anomalous behavior

Defenses
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Summary

• Pay attention to the top cloud hacks, according to the CSA

• Pay the most attention against the most-likely real-world attacks against your 

cloud sites and services

Defenses
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Summary

Secure your cloud sites and services, especially against:

• Social engineering

• Unpatched software and firmware

• Use Phishing-Resistant MFA where you can to protect valuable data and systems

• Don’t Use Easily Phishable MFA and That’s Most MFA! 

• https://www.linkedin.com/pulse/dont-use-easily-phishable-mfa-thats-most-roger-grimes 

• My List of Good, Strong MFA 

• https://www.linkedin.com/pulse/my-list-good-strong-mfa-roger-grimes

• Get rid of overly permissive permissions

• Secure your APIs

Defenses
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Platform for Awareness
Training and Testing

Phish Your Users2

1 Train Your Users

3 See the Results

Unlimited 
Use

Smart Groups

Custom 
Phishing

Simulated
Attachments

Detailed 
Reporting

Assessments

Localized
Content



• Reduced Malware and Ransomware 
Infections

• Reduced Data Loss

• Reduced Potential Cyber-theft

• Increased User Productivity

• Users Have Security Top of Mind

82% Average Improvement
Across all industries and sizes from baseline testing to one 
year or more of ongoing training and testing

Generating Industry-Leading Results and ROI



Questions?

Tel: 855-KNOWBE4 (566-9234)    |    www.KnowBe4.com    |    Sales@KnowBe4.com

Roger A. Grimes– Data-Driven Defense Evangelist, KnowBe4
rogerg@knowbe4.com
Twitter: @rogeragrimes

https://www.linkedin.com/in/rogeragrimes/


