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• MSIA, C|CISO

• Former Gartner Analyst leading research and 
advisory services to CISOs, Security Leaders, 
and security vendors around the world

• Led security initiatives at Fidelity Information 
Services, Alltel Telecommunications, and Wal-
Mart Stores

• Lover of all things:
• Security
• Psychology
• Behavioral Economics
• Communication Theory
• The Science of Deception
• Magic, misdirection, and influence

About Perry



About me: some of my current work
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Source: https://glasswing.vc/blog/thinking-corner/the-history-of-artificial-intelligence/

The Rise of AI



Google X’s Astro Teller’s diagram shows human adaptability
unable to keep up with exponential technology.
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Nation-State Grade

Professional

Consumer Grade

"Folk" Grade

Weapons-grade AI is Now Democratized



This is what “folk” grade used to equate to:



We’ve hit the 
crossover point 

where we can 
no longer be 

confident in our 
natural ability to 
determine what 
is real and what 

isn’t.
Test yourself: https://detectfakes.kellogg.northwestern.edu/



Agenda
• Fun with charts
• Tech tidbits, tools, & scary stuff
• Future thoughts



Context is 
Everything



Voice Cloning is Getting Really Good
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Voice Cloning is Getting Really Good

Adam Freya Emily



Voice Cloning is Getting Really Good
Speech to Speech in ElevenLabs



Voice Cloning is Getting Really Good



Text-to-Video is also Getting Good
As a reference, this was the state of AI generated video in late March of 2023.



Text-to-Video is also Getting Good

November 2023



Text-to-Video is also Getting Good

February 15, 2024



Video Clones
Ok, but not quite there yet…



Video Clones – so, what can help?
There are some tricks to make them better

Misdirection is your friend:
• Change framing and avatar size often
• Props (rather than green-screen) help
• Don’t use the highest resolution option
• Add background music
• Transition sounds
• Don’t rely on the vendor’s cloned voice… 

either find the best version of a text-to-
speech clone for your avatar’s voice…. OR…

• Record your own voiceover and have the 
avatar lip-synch 



Video Clones – so, what can help?



Video Clones
It’s not just about Deep Fakes anymore…



Video Clones
It’s not just about Deep Fakes anymore…







Microsoft VASA-1
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There is no such thing as a value neutral AI

https://www.independent.co.uk/life-style/gadgets-and-tech/news/norman-psychopath-ai-bias-
mit-artificial-intelligence-reddit-a8389011.html

https://www.telegraph.co.uk/technology/2016/03/24/microsofts-
teen-girl-ai-turns-into-a-hitler-loving-sex-robot-wit/



There is no such thing as a value neutral AI



Adversarial 
Prompting

“Gaslighting is the new 
programming language.”

-- Sage Carpenter
(my son)



A couple of my favorite recent 
examples of adversarial attacks



ArtPrompt: ASCII Art-based Jailbreak 
Attacks against Aligned LLMs

https://arxiv.org/abs/2402.11753



https://arxiv.org/abs/2402.11753

ArtPrompt: ASCII Art-based Jailbreak 
Attacks against Aligned LLMs



Many-Shot Jailbreaking

https://www.anthropic.com/research/many-shot-jailbreaking



Many-Shot Jailbreaking

https://www.anthropic.com/research/many-shot-jailbreaking



Sleeper Agents: Training Deceptive LLMs 
that Persist Through Safety Training

https://arxiv.org/abs/2401.05566



A Multi-tool Example that Combines 
Adversarial Prompting with a Lack of 

Cross Platform Safeguarding



Real-time LLM 
powered voice 
scams

Call Center 
Automation SaaS

LLM
Backend

Realtime AI 
Voice (TTS)

Streaming Transcription 
Svc



Real-time LLM powered voice scams

Trust me:
I’m here to 

help.
Javvad Malik



Can you 
hear me?

Real-time LLM powered voice scams

Hello? I have 
an urgent call 
regarding your 

daughter.



Can AI Poison the Internet?



What Countries in Africa Begin with ‘K’?



We are also likely heading into a dark AI enhanced 
Disinformation Hellscape



https://www.businessinsider.com/deepfakes-
liars-dividend-explained-future-
misinformation-social-media-fake-news-
2021-4



Human vs. AI
AI vs. AI

What can you do to protect yourself, your 
family, and your organization?



What can you do to protect yourself, your 
family, and your organization?

• Awareness : Stay up-to-date on what is possible
• Education & Training :  Learn, train, simulate
• Preparation : Develop plans, policies, & safeguards
• Tools : Research and test detection tools



Perry Carpenter, MSIA, C|CISO
LinkedIn: /in/PerryCarpenter
Twitter: @perrycarpenter
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