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Prepare students for the workforce with KnowBe4 Student Edition

The KnowBe4 Student Edition is security awareness training curated to help students 16 and above recognize and
navigate cybersecurity threats in and out of the classroom. Using the KnowBe4 platform, this training provides
crucial knowledge to students and academic institutions, forming a strong human firewall as the last line of
defense against cyber attacks.

In today'’s digital learning landscape, it's your job to ensure that students are vigilant of cyber threats. You need a
comprehensive cybersecurity strategy that addresses not just technical loopholes, but also the human risk factor.

But with the rising tide of cyber threats in the education

sector and lax security awareness among students, you face
overwhelming uncertainty about your institution’s cybersecurity
posture. We believe that everyone, including students, should
possess foundational cybersecurity knowledge to safeguard
their digital lives, in and out of the classroom. This is essential in
today’s interconnected world where online threats have real-
world consequences.

We understand the weight of your responsibility and the
tightrope you walk between resource constraints and
comprehensive security. We want to make it easier for you

to train students on cybersecurity best practices. That's why
we bring you KnowBe4 Student Edition. It's designed with our
extensive experience in cybersecurity and specifically curated
for students.

Here’s how KnowBe4’s Student Edition helps:

KnowBe4'’s Student Edition e Cyber Vigilance as Second Nature: the training content
aims to: will help students adopt a cybersecurity-first mindset,
; o making safe online behavior a habitual part of their digital

into students' daily internet

usage and practices o Empowered Student Body: Interactive, relatable courses are

o - uniquely formulated to resonate with students
e Mitigate human risk in

academic institutions by
empowering students with
cybersecurity knowledge

® Career Preparation: By building a solid foundation of
cybersecurity know-how, students are not merely securing
their academic lives but also gaining invaluable readiness for
their future careers

® Special Student Pricing: This special offering adds
exceptional value to your existing KnowBe4 subscription,
helping you invest in your students’ cybersecurity proficiency

¢ Enable a strong security culture
by preparing students for
the workforce



KnowBe4 Student Edition Training Topics Include:

Computer and Mobile Security Vulnerabilities

Our cyber threat awareness training empowers
students to confront not only malware risks, but also
the broad spectrum of computer and mobile security
vulnerabilities. It offers insight into cyber defense
strategies, such as regular system updates, the use of
reputable software and the adoption of savvy online
practices to safeguard against an ever-evolving array of
digital threats.

Password Security Weaknesses

Our password security training examines common
password security weaknesses. The training
emphasizes the critical need for robust, complex
passwords, password management tools, and multi-
factor authentication to fortify user accounts against
unauthorized access.

Phishing Attacks

Our phishing training tackles the surge of sophisticated
attacks, such as job fraud emails aimed at students.
Using examples from student inboxes, it teaches
students how to identify these deceptive tactics that
can compromise personal information and guides
students to exercise vigilant cyber etiquette.

Social Media Dangers

Our social media training emphasizes the importance
of recognizing and avoiding oversharing to prevent
adverse outcomes such as loss of privacy, reputational
damage and identity theft. The training reinforces
that school computers should be used for academic
purposes, helping students to understand how to
safeguard their digital well-being.

Campus Thefts and Scams

Our secure behavior training confronts the realities

of campus thefts and scams, underscoring the
necessity of shredding confidential materials such

as past applications and unneeded documents. The
training highlights the importance of maximizing
privacy settings on personal accounts and encourages
regular data backups to mitigate potential losses from
deceptive activities.

Travel and Off-campus Data Security Thefts

Students gain a crucial layer of protection against

data theft when they're equipped with the knowledge
to work securely off-campus or while traveling. This
training explores how to leverage VPNs for secure
communications, navigate public Wi-Fi with caution and
effectively secure devices and personal information
while engaging in academic pursuits or conducting
homework off campus.

The KnowBe4 Student Edition is a crucial investment in tomorrow’s security infrastructure, equipping students
not only with practical cyber defense tools, but also an ingrained notion of cyber vigilance that extends into all

areas of life.

KnowBe4 Student Edition is available as an add-on across existing KnowBe4 Subscription Levels.

For more information, visit: www.knowbe4.com/products/knowbe4-student-edition
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