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We analyzed the subject lines, payloads and techniques
used in the top 10 real phishing attacks reported using
the KnowBe4 Phish Alert Button.
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People interacted most with emails that impersonated
colleagues or referenced internal systems or topics.
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In the top 20 hyperlinks clicked

MS Teams: Manager 81.8%

. Featured internal topics
Trying to Reach You

65.5% Involved domain spoofing

Mentioned financials,

Top 5 Branded ' benefits and time off

69.9% of landing pages people interacted with were
branded. Microsoft was the most-impersonated at 25.2%.
Together, social media sites came in just below at 20.6%. o! Tao! Ton! fao! Ton!

7 of the top 10 QR codes scanned referenced HR
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All data taken from the KnowBe4 HRM+ platform between
knOwbeé4 | xnowBes.com July 1, 2025 and September 30, 2025 (Q3 2025).



