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TOP 1( GENERAL EMAIL SUBJECTS

Y Password Check Required Immediately 45%
3¢ CDC Health Alert Network: Coronavirus Outbreak Cases 10%
=Y PTO Policy Changes 7%

Scheduled Server Maintenance -- No Internet Access 7%

4- Test of the [[company_name]] Emergency Notification System 6%

my Revised Vacation & Sick Time Policy 5%
x) De-activation of [[email]] in Process 5%
@) Please Read Important from Human Resources 5%
O Someone special sent you a Valentine's Day ecard! 5%
¢5 You have been added to a team in Microsoft Teams 5%
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messages that could

Hackers are playing into employees' de
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is piqued with security-related notifications and HR-related

potentially affect their daily work.

COMMON "IN THE WILD" ATTACKS

» List of Rescheduled Meetings Due to COVID-19

« SharePoint: Coronavirus (COVID-19) Tax Cut Document

» Confidential Information on COVID-19

* IT: Work from home - VPN connection

« Comcast: Notification from Carl Vargas

 Microsoft: Your meeting will begin soon

* HR: New Employee Stock Purchase Plan

« Vodafone: Caller Alert: Msg Received Today

« Amazon Chime: Vonage invites you to join vonage_303136
* Parking Authority: Parking Ticket: Pay Charge
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o react before thinking
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