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• Serial Entrepreneur, this is my fifth 

startup. 

• Founded KnowBe4 after building an 

antivirus platform from scratch (VIPRE)

• We have 400 employees now, expected 

to be at 600 end of 2018

• Decades-long experience in creating 

system admin and security tools for IT 

professionals

About Stu
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Stu Sjouwerman
Founder and CEO, KnowBe4, Inc.
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• MSIA, C|CISO

• Former Gartner Analyst leading research and 

advisory services to CISOs, Security Leaders, 

and security vendors around the world

• Led security initiatives at Fidelity Information 

Services, Alltel Telecommunications, and Wal-

Mart Stores

• Lover of all things:

• Security

• Psychology

• Behavioral Economics

• Communication Theory

• Magic, misdirection, and influence

About Perry
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Perry Carpenter
Chief Evangelist & Strategy 

Officer
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About KnowBe4

• The world’s most popular integrated new-
school Security Awareness Training and 
Simulated Phishing platform, over 15,000 
customers worldwide

• Founded in 2010 

• Recognized as a Leader in the Gartner Magic 
Quadrant for Computer-Based Training (CBT)

• Our mission is to train your employees to make 
smarter security decision so you can create a 
human firewall as an effective last line of 
defense when all security software fails…

Which it will 
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About KnowBe4
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Agenda

1. Understanding the current phishing 
landscape

2. New phishing benchmark data by 
industry

3. Actionable tips to create your “human 
firewall”
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98% of Attacks Rely on Social Engineering 

Attackers go for the 

low-hanging fruit:

humans
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Understanding the current threat landscape
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Attackers 
generally 

follow these 
steps to 

compromise 
an 

organization

the Cyber Kill Chain

http://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-kill-chain.html
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Agenda

1. Understanding the current phishing 
landscape

2. New phishing benchmark data by 
industry

3. Actionable tips to create your “human 
firewall”
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• Drawn from a data set of over six 
million users

• Across nearly 11K organizations

• Segmented by industry type and 
organization size

• 241,762 Phishing Security Tests (PSTs)

• Allowing for a ‘follow-the-user-result’ 
from initial PST baseline, to results after 
90 days of combined CBT and phishing 
training, to the result after one year of 
combined phishing and CBT

Methodology and Data Set

Industries

Energy & Utilities

Financial Services

Business Services

Technology

Manufacturing

Government

Healthcare & Pharmaceuticals

Insurance

Not For Profit

Education

Retail & Wholesale

Other

Size ranges

1 – 249

250 – 999

1000+

For this study, the 

approximate number of 

organizations in each size 

range were as follows:

1 – 249 employees (~8K 

organizations)

250 – 999 employees (~2K 

organizations)

1000+ (~1K organizations)



12

Benchmark Phish-prone Percentage by Industry
Baseline Phish-prone Percentage (B-PPP)

Industry 1 – 249 
employees

250 – 999 
employees

1000+ 
employees

Energy & Utilities 31.56 29.34 22.77 

Financial Services 27.41 28.47 23.00 

Business Services 29.80 31.01 19.40 

Technology 30.68 30.67 28.92 

Manufacturing 33.21 31.06 28.71 

Government 29.32 25.12 20.84 

Healthcare & Pharmaceuticals 29.80 27.85 25.60 

Insurance 35.46 33.32 29.19 

Not For Profit 32.63 25.94 30.97 

Education 29.20 26.23 26.05 

Retail & Wholesale 31.58 30.91 21.93 

Other 30.41 28.90 22.85 

27%
Avg. Initial 

Baseline PPP 
across all industries and sizes

_______________

Average PPP by Size of 

Organization

Org Size Initial PPP

1 - 249 30.1 %

250 - 999 28.5 %

1000+ 25.06 %
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Results after 1 Quarter of CBT and Phishing Testing

90 Day Phish-prone Percentage (90-PPP)

Industry 1 – 249 
employees

250 – 999 
employees

1000+ 
employees

Energy & Utilities 12.53 13.31 13.40 

Financial Services 10.01 9.09 14.53 

Business Services 12.89 13.99 13.86 

Technology 14.12 16.93 19.83 

Manufacturing 13.87 14.24 9.88 

Government 13.13 12.76 7.90 

Healthcare & Pharmaceuticals 16.81 11.02 15.79 

Insurance 13.39 16.49 13.23 

Not For Profit 16.01 17.28 17.07 

Education 16.95 17.16 22.56 

Retail & Wholesale 13.39 10.47 10.49 

Other 14.86 16.37 19.97 

13.3%
Avg. 

90 Day PPP 
across all industries and sizes

_______________

Average PPP by Size of 

Organization

Org Size 90 Day PPP

1 - 249 13.11 %

250 - 999 13.20 %

1000+ 14.10 %
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Results after 12 Months of CBT and Phishing Testing

365 Day Phish-prone Percentage (365-PPP)

Industry 1 – 249 
employees

250 – 999 
employees

1000+ 
employees

Energy & Utilities 2.83 1.87 5.56 

Financial Services 1.54 2.22 5.81 

Business Services 1.89 3.09 1.27 

Technology 2.02 2.42 2.69 

Manufacturing 2.16 3.13 2.47 

Government 1.87 1.46 1.52 

Healthcare & Pharmaceuticals 2.00 1.65 2.17 

Insurance 2.23 2.68 5.26 

Not For Profit 2.47 2.24 3.01 

Education 2.80 1.91 5.31 

Retail & Wholesale 2.14 1.87 2.68 

Other 1.82 3.18 4.21 

2.17%
Avg. 

One Year PPP 
across all industries and sizes

_______________

Average PPP by Size of 

Organization

Org Size 12 Month PPP

1 - 249 1.94 %

250 - 999 2.21 %

1000+ 3.04 %

Percentages are calculated for users who experienced a combination of CBT *and* at least 10 phishing tests.
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and they are encouraging

The Results 
are in:

Security awareness, coupled with 
frequent simulated phishing training, 

will help employees make smarter 
security decisions, everyday
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Agenda

1. Understanding the current phishing 
landscape

2. New phishing benchmark data by 
industry

3. Actionable tips to create your “human 
firewall”
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People are a 
critical layer 

within the 
fabric of our 

Security 
Programs



Just because 
I’m aware

doesn’t mean 
that I care.

Security Awareness and Secure Behavior are NOT the Same Thing
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Reconnaissance

Weaponization

Delivery

Exploitation

Installation

Command & Control

Act on Objectives

Train by Simulating the Steps taken by Attackers

Discover your attack surface
Simulate targeted and 

opportunistic attack types
Understand the impact of breach

Pre-Click Activities Upon Click Post-Click Activities
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Discover 
Your Social 

Engineering 
Attack 

Surface
Free tool to help simulate this:
• Email Exposure Check Pro
• Domain Spoof Test



21

Email 
Exposure 

Check Pro
(EEC)

First Stage:  Deep web searches to 
find any publicly available 
organizational data. 

Second Stage:  Finds any users that 
have had their account information 
exposed in any of several hundred 
breaches. These users are particularly 
at-risk because an attacker knows 
more about that user, up to and 
including their actual passwords!
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Combine 
EEC Pro and 

Weak 
Password 

Test to find 
Soft Targets 

Find Employees with Bad Password Hygiene
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Bait the 
hook!

• Understand the types of email subjects that will 
realistically test your users susceptibility to 
phishing.

• Know the types of ‘in the wild’ phishing scams 
that are occurring so that you can work to 
inoculate your users!
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-- effective phishing lures --

Greed

Urgency

Curiosity

Fear

Self Interest

Helpfulness

Money

Hunger
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Phishing / Automated Social Engineering Testing

Plan like a Marketer.  Test like an Attacker.

Time

C
h

an
n

e
l

Executive 
Message/Video

LMS Modules

Newsletter

Digital Signage – Theme 1

LMS Modules

Department Manager 
Message

Newsletter Newsletter Newsletter

Digital Signage – Theme 2

Security Town Hall

LMS Modules
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Final 
Thoughts

• Humans are the de-facto top choice for 
cybercriminals seeking to gain access into an 
organization.

• Security Awareness and frequent simulated 
social engineering testing is a proven method 
to dramatically slash your organization’s phish 
prone percentage.

• Effectively managing this problem requires 
ongoing due diligence, but it can be done and 
it isn’t difficult. We’re here to help.
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A Security Awareness Training Program that Works!

Baseline Testing
We provide baseline testing to assess the Phish-prone™ 
percentage of your users through a free simulated phishing attack. 

Train Your Users
On-demand, interactive, engaging training with common traps, 
live hacking demos and new scenario-based Danger Zone 
exercises and educate with ongoing security hints and tips emails.

Phish Your Users
Fully automated simulated phishing attacks, hundreds of 
templates with unlimited usage, and community phishing 
templates.

See the Results
Enterprise-strength reporting, showing stats and graphs for both 
training and phishing, ready for management. Show the great ROI!
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Resources
Free Domain Spoof Test

Find out now if hackers can spoof an email address of your own domain

Free CEO Fraud Prevention Manual

This manual provides a thorough overview of how executives are compromised, how to 

prevent such an attack and what to do if you become a victim

Free Phishing Security Test

Find out what percentage of your users are Phish-prone  

Free Ransomware Simulator

RanSim will simulate 13 ransomware infection scenarios and show you if a workstation is 

vulnerable to infection

Free Phish Alert Button

Your employees now have a safe way to report phishing attacks with one click!

Free Weak Password Test

Weak Password Test gives you a quick look at the effectiveness of your password policies 

and any fails so that you can take action.

» Learn More at www.KnowBe4.com/Resources «


