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Fake News and 
Influence 

Operations are 
Consistently in 

the News
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“All warfare is based on deception.”
- Sun Tzu, The Art of War
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Defining Terms
-- A Dictionary of Disinformation --



Disinformation

Misinformation

FAKE NEWS
dezinformatsia.



Active Measures



kom·pro·mat



ag·it·prop

Propaganda
Computational

Propaganda



Information Operations



Astroturfing



Sockpuppet



Gaslighting



Fakes
Deepfakes Cheap-fakes

Audio Fakes

Generative Adversarial Networks (GANs)
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The 
State of 
Play

• “Fake news” is a politicized term
• We are in a weaponized information 

situation
• Media is in the attention business, 

resulting in fake news laundering
• Social media are the most powerful tools 

on the planet
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Engagement Trends – Last 14 Days. Based on authors’ calculations 
using data collected 03/06/2020-10/06/2020.

Coronavirus Misinformation: Weekly Briefings

Source: https://comprop.oii.ox.ac.uk/research/coronavirus-weekly-briefings/



The Global Disinformation Order: 2019 Global Inventory of Organized Social Media Manipulation

https://www.oii.ox.ac.uk/news/releases/use-of-social-media-to-manipulate-public-opinion-now-a-global-problem-says-new-report/

https://www.oii.ox.ac.uk/news/releases/use-of-social-media-to-manipulate-public-opinion-now-a-global-problem-says-new-report/
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Foreign 
Influence 

Operations on 
Social Media

Countries Attributed by 
Facebook and Twitter for 

Engaging in Foreign 
Influence Operations

Source:  The Global Disinformation Order: 2019 Global Inventory of Organized Social Media Manipulation
https://www.oii.ox.ac.uk/news/releases/use-of-social-media-to-manipulate-public-opinion-now-a-global-problem-says-new-report/

https://www.oii.ox.ac.uk/news/releases/use-of-social-media-to-manipulate-public-opinion-now-a-global-problem-says-new-report/
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Prominent 
Platforms for 
Social Media 
Manipulation

Social Media Platforms Used 
for Cyber Troop Activities

Source:  The Global Disinformation Order: 2019 Global Inventory of Organized Social Media Manipulation
https://www.oii.ox.ac.uk/news/releases/use-of-social-media-to-manipulate-public-opinion-now-a-global-problem-says-new-report/

https://www.oii.ox.ac.uk/news/releases/use-of-social-media-to-manipulate-public-opinion-now-a-global-problem-says-new-report/
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Prominent 
Platforms for 
Social Media 
Manipulation

Social Media Platforms Used 
for Cyber Troop Activities

Source:  The Global Disinformation Order: 2019 Global Inventory of Organized Social Media Manipulation
https://www.oii.ox.ac.uk/news/releases/use-of-social-media-to-manipulate-public-opinion-now-a-global-problem-says-new-report/

https://www.oii.ox.ac.uk/news/releases/use-of-social-media-to-manipulate-public-opinion-now-a-global-problem-says-new-report/
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Governments Use 
of Disinformation 

Campaigns is 
Widespread

Social Media Platforms 
Used for Cyber Troop 

Activities

Source:  The Global Disinformation Order: 2019 Global Inventory of Organised Social Media Manipulation
https://www.oii.ox.ac.uk/news/releases/use-of-social-media-to-manipulate-public-opinion-now-a-global-problem-says-new-report/

https://www.oii.ox.ac.uk/news/releases/use-of-social-media-to-manipulate-public-opinion-now-a-global-problem-says-new-report/
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Governments Use of Disinformation Campaigns is Widespread
Social Media Platforms Used for Cyber Troop Activities

Source:  The Global Disinformation Order: 2019 Global Inventory of Organized Social Media Manipulation
https://www.oii.ox.ac.uk/news/releases/use-of-social-media-to-manipulate-public-opinion-now-a-global-problem-says-new-report/

Note: this is only a small sample of  what is in the full report

https://www.oii.ox.ac.uk/news/releases/use-of-social-media-to-manipulate-public-opinion-now-a-global-problem-says-new-report/
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6 Types of Disinformation & Misinformation
1. Fabricated content: completely false content.
2. Manipulated content: content that includes distortions of genuine 

information or imagery — a headline, for example, that is made 
more sensationalist to serve as "clickbait."

3. Imposter content: material involving impersonation of genuine 
sources — by using the branding of an established news agency, for 
instance.

4. Misleading content: information presented in a misleading way —
by, for example, presenting comment as fact.

5. False context of connection: factually accurate content that is shared 
with false contextual information — for example, a headline that 
does not reflect the content of an article.

6. Satire and parody: humorous but false stores presented as if they 
are true. Although this isn't usually categorized as fake news, it may 
unintentionally fool readers.

Source: The U.K. Parliament's Digital, Culture, Media and Sport Committee
https://publications.parliament.uk/pa/cm201719/cmselect/cmcumeds/363/363.pdf



What is the ultimate goal, anyway?
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an opponents claims or allegationsDismiss
events to serve political purposesDistort
from one’s own activities, andDistract
those who might otherwise oppose one's goalsDismay

Russia’s ”4D” Offensive Strategy:



26The Fake News Machine How Propagandists Abuse the Internet and Manipulate the Public
https://documents.trendmicro.com/assets/white_papers/wp-fake-news-machine-how-
propagandists-abuse-the-internet.pdf

How an operator employs or abuses underground, gray, and legitimate 
marketplaces to disseminate fake news

https://documents.trendmicro.com/assets/white_papers/wp-fake-news-machine-how-propagandists-abuse-the-internet.pdf
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Using 
Bots: 
Mixing 
Realities

"One set of fake-news bots may 
begin by posting real but outdated 
news and word their post to make it 
seem as if the news is current. The 
next set of bots reposts the old 
news. A third set of bots can then 
start to comment for and against 
the news posts. Yet a fourth set of 
bots then begins to interject fake 
news stories into the 
communications.”

-- Theresa Payton, Manipulated: Inside the 
Cyberwar to Hijack Elections and Distort the Truth

Find and post

Repost/Amplify

Comment for 
and against

Inject new fake 
news





29

Nation-states and bad 
actors create ‘truth’ 

– one meme at a time
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Division drives clicks, outrage, disenfranchisement, etc…



31



32

”You see but you do not observe.” 
– Sherlock Holmes
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What’s an OODA-Loop 
and how do you 

hijack it?

• Manipulate facts
• Withhold facts
• Manipulate Context
• Manipulate Attention
• Exploit known bias
• Invoke Emotion
• Feed them a 

”truth sandwich”
• Leverage the Cialdini

Principles

Observe

Orient

Decide

Act
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The OODA Loop

Source: https://en.wikipedia.org/wiki/OODA_loop
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Thinking, Fast & Slow (Daniel Kahneman)

Graphic Source: https://readingraphics.com/book-summary-thinking-fast-and-slow/



Cognitive biases 
sneak in.

They underlie much of our thinking 
and all our assumptions.  

… and they can easily 
be exploited!
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https://www.visualcapitalist.com/50-cognitive-biases-in-the-modern-world/

Cognitive bias is why 
political conversations 
on Facebook never go 

well

Note the implications across 
memory, social, learning, belief, 

money, and politics.
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We’ve 
been framed

“If the facts don’t 
fit the frame, it’s 
the facts people 
reject, not the 

frame.” 
Susan Bales, President of 

FrameWorks



Your people working from home may be
stressed and distracted. 

…they are more vulnerable than ever 
to deception and cyberattack.
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Education 
& 

Preparation
-- are the only defense --
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Recommended 
Reading
• Manipulated: Inside the Cyberwar to Hijack 

Elections and Distort the Truth, by Theresa Payton
• The Reality Game: How the Next Wave of 

Technology Will Break the Truth, by Samuel 
Woolley

• The Tactics & Tropes of the Internet Research 
Agency

• The Global Disinformation Order: 2019 Global 
Inventory of Organised Social Media Manipulation

• The Biology of Disinformation: memes, media 
viruses, and cultural inoculation, by the Institute 
for the Future
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Highly Recommended Resources

• Washington Post’s Fact Checker’s Guide to Manipulated Video. 
https://wapo.st/manipulatedvideo

• Fact Checking Sites
• FactCheck.org
• PolitiFact.com
• www.washingtonpost.com/news/fact-checker/
• Snopes.com

• Which Face is Real training game.
http://www.whichfaceisreal.com/

• Indiana University Observatory on Social Media. 
https://osome.iuni.iu.edu/tools/



Your Homework: Check out the following
• Deepfakes:

• Today Show: How Deepfake Videos are Manipulating People Online. https://www.today.com/video/how-deepfake-videos-are-
manipulating-people-online-58785349692

• Detect AI-generated Images & Deepfakes (Part 1).
https://medium.com/@jonathan_hui/detect-ai-generated-images-deepfakes-part-1-b518ed5075f4

• Cheap-fakes:
• Real v fake: debunking the 'drunk' Nancy Pelosi footage. 

https://www.theguardian.com/us-news/video/2019/may/24/real-v-fake-debunking-the-drunk-nancy-pelosi-footage-video
• GANs:

• This Person Does Not Exist. 
https://thispersondoesnotexist.com

• Generated Photos. 
https://generated.photos

• Rosebud AI. 
https://rosebud.ai

• Audio Fake tools:
• Descript’s Lyrebird AI. 

https://www.descript.com/lyrebird-ai
• Adobo VoCo from 2016 Keynote. 

https://www.youtube.com/watch?v=I3l4XLZ59iw
• Google Duplex from 2018 Keynote. 

https://www.youtube.com/watch?v=I2fRxfZTJ2c
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• Here are the Russian Ads that Deceived Users on Facebook and Instagram. https://techcrunch.com/gallery/here-are-
15-of-the-russian-bought-ads-aimed-at-influencing-the-election/slide/1/

• Computational Propaganda: The Book. https://comprop.oii.ox.ac.uk/research/computational-propaganda-the-book/
• Inside the Russian Troll Factory Where Workers Earn £980 a Week to Pump Out Putin Propaganda. 

https://www.thesun.co.uk/news/6062302/inside-the-russian-troll-factory-where-workers-earn-980-a-week-to-pump-
out-putin-propaganda/

• VERIFY: People are sharing this fake picture of a Parkland survivor destroying the Constitution.  
https://www.wusa9.com/article/news/local/verify/verify-people-are-sharing-this-fake-picture-of-a-parkland-survivor-
destroying-the-constitution/65-531961898

• The Fake News Machine: How Propagandists Abuse the Internet and Manipulate the Public. 
https://documents.trendmicro.com/assets/white_papers/wp-fake-news-machine-how-propagandists-abuse-the-
internet.pdf

• THE BIOLOGY OF DISINFORMATION: memes, media viruses, and cultural inoculation.
https://www.iftf.org/fileadmin/user_upload/images/ourwork/digintel/IFTF_biology_of_disinformation_062718.pdf

• The Tactics & Tropes of the Internet Research Agency. 
https://digitalcommons.unl.edu/cgi/viewcontent.cgi?article=1003&context=senatedocs

Additional Recommended Resources
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• House of Commons Disinformation and ‘fake news’: InterimReport.
https://publications.parliament.uk/pa/cm201719/cmselect/cmcumeds/363/363.pdf

• Hackers Have Already Started to Weaponize Artificial Intelligence. https://gizmodo.com/hackers-have-
already-started-to-weaponize-artificial-in-1797688425

• The real 'fake news': how to spot misinformation and disinformation online.
https://www.cbc.ca/news/technology/fake-news-misinformation-online-1.5196865

• Netflix documentary: The Great Hack
• HBO documentary: After Truth: Disinformation and the Cost of Fake News
• Webinar: Combating Rogue URL Tricks. https://info.knowbe4.com/rogue-urls
• Webinar: Learn How to Forensically Examine Emails. https://info.knowbe4.com/phishing-forensics-

krebs

Additional Recommended Resources (Continued)



Are You Ready?


