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About Us
• The world’s most popular integrated Security Awareness 

Training and Simulated Phishing platform

• Based in Tampa Bay, Florida, founded in 2010

• CEO & employees are ex-antivirus, IT Security pros

• Former Gartner Research Analyst, Perry Carpenter is our 

Chief Evangelist and Strategy Officer

• 300% growth year over year
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19,000
Over

Customers
• We help thousands of 

organizations manage the 

problem of social 

engineering 



4

Agenda

• The numbers behind the phishing problem 

• The psychology behind these attacks

• Types of Business Email Compromise (BEC) 
attacks

• How we can defend ourselves and our 
organizations 
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Let’s Look 
At Phishing



• 91% of successful data breaches 
started with a spear phishing attack 

• CEO Fraud (aka Business Email 
Compromise) causes $5.3 billion in 
damages

• W-2 Scams social engineer 
Accounting/HR to send tax forms to 
the bad guys 

• Ransomware was a 1 Billion dollar 
criminal business in 2016, and 
continues to grow 

91%
of successful data breaches started 

with a spear phishing attack 

A staggering

Users Are The Last Line Of 
Defense
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CEO Fraud Causes
$9 Billion in Damages

There are various versions of the scams. Victims range 

from large corporations to tech companies to small 

businesses to non-profit organizations. Many times, the 

fraud targets businesses that work with foreign suppliers or 

regularly perform wire transfer payments.

• Law enforcement globally has received complaints from 

victims in every U.S. state and in at least 131 countries.

• Trend Micro estimates losses to exceed $9 billion in 

2018.

• Between January 2015 and December 2016, there was 

a 2,370% increase in identified losses.



54.9%
of users click on a phishing link

in under 60 minutes

Recent studies show that over

When Do People Click
On Phishing Links?
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Benchmark Phish Prone Percentage by Industry
Baseline Phish Prone Percentage (B-PPP)

Industry 1 – 249 
employees

250 – 999 
employees

1000+ 
employees

Energy & Utilities 31.56 29.34 22.77 

Financial Services 27.41 28.47 23.00 

Business Services 29.80 31.01 19.40 

Technology 30.68 30.67 28.92 

Manufacturing 33.21 31.06 28.71 

Government 29.32 25.12 20.84 

Healthcare & Pharmaceuticals 29.80 27.85 25.60 

Insurance 35.46 33.32 29.19 

Not For Profit 32.63 25.94 30.97 

Education 29.20 26.23 26.05 

Retail & Wholesale 31.58 30.91 21.93 

Other 30.41 28.90 22.85 

27%
Avg. Initial 

Baseline PPP 
across all industries and sizes

_______________

Average PPP by Size of 

Organization

Org Size Initial PPP

1 - 249 30.1 %

250 - 999 28.5 %

1000+ 25.06 %
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Example: Business Email Compromise 
(The Phish Evolved)

• a.k.a. CEO fraud, invoice fraud, 
payroll fraud, escrow redirection, etc.

• Often there is no payload

• Low volume email targeting high 
value individuals

• Personalized

• Few to no ‘traditional’ 
spam/phishing tells (such as poor 
grammar, egregious misspellings, 
etc.)
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Do They Ever Get Caught?
• Not often, but it does happen. This is from June 11, 2018

• Operation WireWire
Included U.S. 
Department of Justice, 
FBI, Department of 
Homeland Security, the 
Department of the 
Treasury, and the U.S. 
Postal Inspection Service

• 74 arrests

• Seizure of roughly $2.4 
million

• Disrupted and recovered 
about $14 million in 
fraudulent wore 
transfers
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“All warfare is based on deception.” 
- Sun Tzu, The Art of War
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Our brains’ job
to filter, 

interpret, 
and present 

‘reality’

Understanding the root of deception
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Are You Being Manipulated?
-- understand the lures --

Greed

Urgency

Curiosity

Fear

Self Interest

Helpfulness
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Attackers will do anything to bypass critical 
thinking
• Spoofs a campus-wide security 

alert for a community college 
(confidential information blocked 
out) in Florida.

• Exploits current concerns over 
active shooters on education 
campuses

• Crafted to generate a reflexive click.
• Directs to credential capture site.
• Other variants seen: 

• “IT DESK: Security Alert 
Reported on Campus”

• “IT DESK: Campus Emergency 
Scare”

• “IT DESK: Security Concern on 
Campus Earlier”
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Business 
Email 

Compromise 
Examples

• Wire transfer fraud 

• W2 fraud

• Supply chain/invoice fraud

• Escrow redirection

• Payroll fraud 



How CEO Fraud Plays Out 

• KnowBe4 had just hired a new controller. 

Part of the onboarding process is updating 

LinkedIn

• A few weeks later, she receives this email, 

but the email headers proved it’s not from Stu

• This was a real CEO fraud attempt, just a 

few weeks after she had updated her LinkedIn 

account



Two Unnamed US Companies 
Falls Victim to $100 Million

CEO Email Fraud
• This scam only surfaced as the U.S. government filed 

a civil forfeiture lawsuit in federal court in Manhattan 

seeking to recover tens of millions held in at least 20 

bank accounts around the world. 

• The scammer, a 48-year old Lithuanian managed to 

trick two American technology companies into wiring 

him $100 million. 

• What makes this remarkable is the amount of money 

he managed to score and the industry from which he 

stole it. The indictment specifically describes the 

companies in vague terms, but Apple, Cisco, HP and 

Facebook come to mind. 
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$44 Million in a Single
CEO Fraud Attack

• Leoni AG fell victim to a classic CEO fraud attack that 

has cost the company a whopping 44 million dollars.

• Attackers crafted emails to appear like legitimate 

payment requests from the head office in Germany 

and sent them to a subsidiary of Leoni in Bistrita, 

Romania.

• The scammers had extensive knowledge about the 

internal procedures for approving and processing 

transfers, meaning the network had likely been 

penetrated months earlier.

11
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W2 Scam Hits SnapChat
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Right Here at KnowBe4



28

• 250 employee company

• Not really well known or heavily 

marketed

• President was traveling, the email 

requested W-2s

• Signature was correct, probably 

from his out-of-office reply

• HR person felt something was fishy (phishy?) and gave me a call 

My W-2 Fraud Story
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Business 
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• Criminals gain access to an email account and monitor incoming and 

outgoing emails. 

• When the person with the compromised email account sends an 

invoice to a client via email, the attackers immediately send a duplicate, 

fraudulent invoice from the same email address, telling the client the 

made a mistake and to wire money to the account in the revised 

invoice.

• Attackers may also just generate fake invoices and send them to 

clients, which they are able to identify from previous email 

conversations.

Supply Chain and Invoice Fraud
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• Very similar to invoice fraud.

• Criminals gain access to an email account and monitor incoming and 

outgoing emails. 

• When the person with the compromised email account sends a request 

to transfer escrow funds via email, the attackers immediately send a 

duplicate, fraudulent email from the same email address, telling the 

client the made a mistake and to wire money to a different account.

Escrow Redirection
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Business 
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Compromise 
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• Similar to W2 fraud, but much 

more targeted.

• Because these emails typically 

request a single, specific pay 

stub, these emails seem 

designed to "fly under the radar" 

and not attract undue attention.

Payroll Fraud

Pay Stub Phishes
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• These go straight for 

the money and try to 

redirect a paycheck 

to an attackers 

account.

• These are simple 

and direct attacks

Payroll Fraud

Payroll Updates
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• While it’s always better to avoid giving up the credentials in the first place, you can use 
2-Factor (2FA) or Multi-Factor (MFA) authentication to help mitigate the risks of 
credential theft

• Multi-Factor is not fool-proof and can be bypassed, however it is still more secure than a 
single factor

• My preference in order of security is as follows:
• SMS-based
• Application-based
• Hardware-based 

Multi-Factor Authentication
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• SMS-based 2FA relies on a text message 
being sent, usually with a code, to be used 
in addition to the password when logging 
in to an account

• This is arguably the least safe, but is better 
than nothing and often more convenient 
than other methods

Multi-Factor Authentication



39

• Application-based 2FA uses an 
application, usually time-based and 
installed on a mobile device like a 
smart phone, to generate a code to 
be used in addition to the password 
when logging in to an account

• These codes are typically time-based 
and change often, usually every 60 
seconds or so. This is more secure 
than SMS, without being much more 
inconvenient

Multi-Factor Authentication
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• Hardware-based 2FA uses a hardware 
token, like a Yubikey or Google Titan 
key, to be used in addition to the 
password while logging in to an account

• These often support FIDO U2F, One-
Time-Passwords (OTP) and PIV 
certificate-based authentication

• These are very secure, but can be 
inconvenient when forgotten or 
damaged

Multi-Factor Authentication
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Arm 
Employees 
for Battle
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Be completely 

honest with 

yourself about 

your goals and 

what your current 

organizational 

culture will 

tolerate



• Most security awareness programs are still too superficial and done for compliance 
reasons

• What is missing is the correct estimation of the adversary being faced and the degree of 
commitment an organization has to have to stave of attacks 

• Training on its own, typically once a year, isn’t enough 

• Simulated phishing of groups of employees on 
its own doesn’t work 

• But together, they can be combined to greatly 
increase effectiveness 

Comprehensive Programs Work
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Training: 
How To Do It 

Right



The KnowBe4 Security Awareness Program WORKS

Baseline Testing

We provide baseline testing to assess the Phish-prone™ percentage 

of your users through a free simulated phishing attack. 

Train Your Users

On-demand, interactive, engaging training with common traps, live 

Kevin Mitnick demos and new scenario-based Danger Zone 

exercises and educate with ongoing security hints and tips emails.

Phish Your Users

Fully automated simulated phishing attacks, hundreds of templates 

with unlimited usage, and community phishing templates.

See the Results

Enterprise-strength reporting, showing stats and graphs for both 

training and phishing, ready for management. Show the great ROI!



Security Awareness Training Program That Works

• Drawn from a data set of over 
six million users

• Across nearly 11K 
organizations

• Segmented by industry type 
and organization size

• 241,762 Phishing Security Tests 
(PSTs)



Thank You!

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com

Erich Kron – Security Awareness Advocate
ErichK@KnowBe4.com | @KB4Erich | @ErichKron


