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• 34 years plus in computer security, 20 years pen testing

• Expertise in host and network security, IdM, crypto, PKI, 
APT, honeypot, cloud security

• Consultant to world’s largest companies and militaries for 
decades

• Previous worked for Foundstone, McAfee, Microsoft

• Written 13 books and over 1,300 magazine articles

• InfoWorld and CSO weekly security columnist 2005 -
2019

• Frequently interviewed by magazines (e.g., Newsweek) 
and radio shows (e.g., NPR’s All Things Considered)

About Roger

Certification exams passed include:

• CPA
• CISSP
• CISM, CISA
• MCSE: Security, MCP, MVP
• CEH, TISCA, Security+, CHFI
• yada, yada
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Roger’s Books



About Us
• The world’s largest integrated Security 

Awareness Training and Simulated Phishing 
platform

• We help tens of thousands of organizations 
manage the ongoing problem of social 
engineering

• CEO & employees are industry veterans in 
IT Security

• Global Sales, Courseware Development, 
Customer Success, and Technical Support 
teams worldwide

• Offices in the USA, UK, Netherlands, 
Norway, Germany, South Africa, United 
Arab Emirates, Singapore, Japan, Australia, 
and Brazil
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All Things Phishing Mitigation
• Developing a Comprehensive, Defense-in-Depth Plan

• What Policies You Need
• Ins and Outs of Cybersecurity Insurance 

• Technical Controls
• Implementing Fantastic Security Awareness Training

• Other Real-Life Hints

Today’s Presentation
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All Things Phishing Mitigation - Goals
• To expose attendees to all the possible defenses that any organization 

could be doing to fight phishing
• To help attendees close any critical gaps in their own phishing defenses

• Not intended to be a detailed talk about each possible defense

Today’s Presentation
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Everything You Can Try to Prevent Phishing
• Previous Webinar Version

• https://info.knowbe4.com/webinar-stay-out-of-the-net

• E-book
• https://info.knowbe4.com/comprehensive-anti-phishing-guide

All Anti-Phishing Defenses



Initial Root Access Exploit Methods
How ALL attackers/malware break in

?

?

?
• Social Engineering
• Programming Bug (patch available or not available)
• Authentication Attack
• Malicious Instructions/Scripting
• Data Malformation
• Human Error/Misconfiguration
• Eavesdropping/MitM
• Side Channel/Information Leak
• Brute Force/Computational
• Network Traffic Malformation
• Insider Attack
• 3rd Party Reliance Issue (supply chain/vendor/partner/etc.)
• Physical Attack



• Social Engineering

• Unpatched Software

• But don’t trust me, 

measure your own risk

Biggest Initial Breach Root Causes for Most Companies

https://blog.knowbe4.com/phishing-remains-the-most-common-form-of-attack
https://info.knowbe4.com/threat-intelligence-to-build-your-data-driven-defense

Social engineering is responsible for majority of malicious data breaches
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Agenda • Developing a Comprehensive, 
Defense-in-Depth Plan
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Defending Against Phishing
General Defense Methods
• Policies

• Technical Controls

• Anti-Malware Software

• Anti-Spam/Phishing

• Content Filtering

• Security Awareness Training

https://blog.knowbe4.com/the-three-pillars-of-the-three-computer-security-pillars
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Summary
• Policy and Documentation

• Selection and Implementation of Technical Controls
• Security Awareness Training

• Other Security Checks and Recommendations

Defense In Depth Plan
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Agenda • Needed Policies
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Policy and Documentation
• Acceptable Use Policy – (AUP) Every user reads and signs when hired 

and annually thereafter
• More general

• Specific Phishing Mitigation Policies
• Documented, education, testing

• More specific
• More frequently – once a month

• Training docs and content
• Consequences (optional)

Defense In Depth Plan
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Acceptable Use Policy
• Educate users and vendors about what is allowed and not allowed 

regarding IT devices and services, including personal responsibilities
• There are tons of examples on the Internet

• Good example: 
https://www.getsafeonline.org/themes/site_themes/getsafeonline/download
_centre/Sample_Acceptable_Usage_Policy.pdf

Defense In Depth Plan

https://www.getsafeonline.org/themes/site_themes/getsafeonline/download_centre/Sample_Acceptable_Usage_Policy.pdf
https://www.getsafeonline.org/themes/site_themes/getsafeonline/download_centre/Sample_Acceptable_Usage_Policy.pdf


16

Acceptable Use Policy – Phishing Mitigation Section
• Needs to include phishing policies and guidelines

• Unfortunately, most do not include phishing-related language
• Need to change with the times

• Should be reviewed and updated annually, just before all 
employees are told to read and sign again

• Needs to include major/general phishing mitigation policies, and a link 
to the more detailed document(s)

Defense In Depth Plan
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Acceptable Use Policy – Phishing Mitigation Section
• Employee monitoring section

• May need to be updated to account for simulated phishing test results
• Some privacy laws/guidelines may consider admins looking at simulated 

phishing test results for individual users as an unlawful privacy invasion if 
the employee is not made aware of

Defense In Depth Plan
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Specific Phishing Mitigation Policies
Examples

Risks include: unauthorized system access, denial of service, data 
exfiltration, reputation issues, attacks against our employees and customers, 
stolen IP, fines, financial harm, etc.

• May already be included in general security policy

Defense In Depth Plan
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Specific Phishing Mitigation Policies
Examples

Definitions:
• Include: Social Engineering, Phishing, Spear Phishing, Ransomware, 

CEO Wire Fraud, Smishing, Vishing, patching, etc.

Defense In Depth Plan
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• The process of maliciously masquerading as a trusted entity to acquire unauthorized 

information or to created a desired action that is contrary to the victim’s or their 

company’s self-interests

• Simply put - a “con”, criminal-intent

• Often done using in-person, email, IM, SMS, phone, etc.

• AKA phishing, spearphishing, spamming, vishing, etc.

• Emails/messages/SMS/Voice calls claiming to be from friends, co-workers, popular 

social web sites, banks, auction sites, or IT administrators are commonly used to lure 

the unsuspecting public. 

Definition Example: What is Phishing?
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Specific Phishing Mitigation Policies
Examples

Common Ways to Recognize Social Engineering
• Common Phishing Red Flags

• Unexpected subjects, email addresses
• Email and links incongruent to display names

• Request for logon credentials

Defense In Depth Plan
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Online Shopping Best Practices

https://blog.knowbe4.com/share-the-red-flags-of-social-engineering-infographic-with-your-employees

https://blog.knowbe4.com/share-the-red-flags-of-social-engineering-infographic-with-your-employees
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Specific Phishing Mitigation Policies
Examples

What to Do When a Phish Is Detected
• Don’t Open/Click on Links

• Call Sender, when in doubt
• Report, Call

• Simplify - Report button (ex. Phish Alert button)

Defense In Depth Plan
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Specific Phishing Mitigation Policies
Examples

Tell Employee What to Do When One Is Detected
• What actions to take

• You want to create a culture of acceptance for reporting possible phishes

• Remind people they do not get in trouble for reporting possible phishes, 
reporting late, etc.

Defense In Depth Plan
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Specific Phishing Mitigation Policies
Examples

What to Do When Someone Is Successfully Phished
• Incident Response activities

• We believe in “more carrot and less stick”

• Required education
• Reduce functionality (locked down desktop)

• Tie to annual review
• Different requirements for a greater number of “misses”

Defense In Depth Plan
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Specific Phishing Mitigation Policies
Examples

What Is IT’s Response to Successful Phish?
• What Is Incident Response Plan for Phishing?

• Gather Initial Information

• Minimize Further Damage

• Forensics

• Future Prevention
• Need to Update Policies or Training?

Defense In Depth Plan
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Specific Phishing Mitigation Policies
Examples

Security Awareness Training Notification
• Let employee know that it is done

• How it is done

• Educate about simulated phish testing campaigns
• How often it is done

• What are the official training methods and from whom

Defense In Depth Plan
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Specific Phishing Mitigation Policies
Examples:

General/Misc
• Users Should Hover Over All URL Links to Verify

• Don’t Install Unauthorized Software
• Never give logon credentials in response to email or call

• Use MFA when possible

Defense In Depth Plan
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Specific Phishing Mitigation Policies
Examples:

To Prevent CEO Wire Fraud Phishing
• Update policy to say that all unexpected requests for money, gift cards, 

invoice payments, payment instruction changes, etc., MUST be confirmed 
verbally with the legitimate requestor (at least above a certain threshold)

Defense In Depth Plan
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Consequences (optional)

To be clear, we believe in more honey and less sticks

Examples:
• More, longer training until failures decrease

• Supervisors give personal counseling, asking employee how team can help them

• Phish-prone rate is reviewed as part of employee’s annual review process

• Lockdown Internet access until it can be proven that they can’t be as easily phished

• HR actions, up to and including firing

Defense In Depth Plan
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Any Policy
• Important: Any adds/deletes/changes to any policies or documents 

need to be reviewed by management and legal before implementing

Defense In Depth Plan
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Agenda • Technical Controls
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Where
• On Network Edge/Ingress/Egress Points

• On Host
• On Cloud Service

• Inbound Traffic

• Outbound Traffic

Technical Controls
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Malware Mitigation
• Antivirus

• Endpoint Detection & Response (EDR)
• Google Virus Total (70+ AV engines, scan on submit)

• Intrusion Detection

• Firewall

Technical Controls
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Check Yourself Against 70+ AV Engines
Process Explorer
• www.sysinternals.com
• Free tool from Microsoft that works with a free service from Google
• Can be used to compare all running processes against 70+ antivirus scanners at once on Virus Total (virustotal.com)
• Doesn’t slow your system down

https://www.csoonline.com/article/2883958/malware/how-to-detect-malware-infection-in-9-easy-steps.html 
https://www.infoworld.com/article/3014323/security/a-free-almost-foolproof-way-to-check-for-malware.html
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Email-Specific
• Email Client Protections

• Strongly configured email protections

Technical Controls
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Email-Specific
• Email Client Protections

Technical Controls
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Email-Client Specific Protections
• Email Client Protections

• Strongly configure email protections
• Often enabled by default, don’t mess things up

• Browser Protections

• Email Service Provider Protections

Technical Controls
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Multi-Factor Authentication (MFA)
Use phishing-resistant MFA whenever you can

• Decreases risk, but not all risk
• I can get around your MFA solution by sending you a simple phishing email
• Doesn’t stop malware, business email compromise scams, etc.

• Doesn’t work for all sites and services

• You will still have a password you use in many places, that can be stolen

Technical Controls
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Multi-Factor Authentication (MFA)
KnowBe4’s Multifactor Authentication web portal
https://www.knowbe4.com/how-to-hack-multi-factor-authentication

Free KnowBe4 e-book
41-page Hacking MFA ebook
https://info.knowbe4.com/12-way-to-hack-two-factor-authentication

Webinar
12 Ways to Hack MFA webinar
https://info.knowbe4.com/webinar-12-ways-to-defeat-mfa 

MFA Assessment Tool
Free, Multifactor Authentication Security Assessment tool
https://www.knowbe4.com/multi-factor-authentication-security-assessment 

Technical Controls
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Multi-Factor Authentication (MFA)
Don’t Use Easily Phishable MFA and That’s Most MFA! 
https://www.linkedin.com/pulse/dont-use-easily-phishable-mfa-thats-most-roger-grimes 

My List of Good, Strong MFA 
https://www.linkedin.com/pulse/my-list-good-strong-mfa-roger-grimes

Why Is the Majority of Our MFA So Phishable? and US Government Says to Use Phish-Resistant MFA and 
https://www.linkedin.com/pulse/why-majority-our-mfa-so-phishable-roger-grimes and 
https://blog.knowbe4.com/u.s.-government-says-to-use-phishing-resistant-mfa

Phishing-Resistant MFA Does Not Mean Un-Phishable
https://www.linkedin.com/pulse/phishing-resistant-mfa-does-mean-un-phishable-roger-grimes

Technical Controls



42

Password Managers
• Allows you to easily use unique, truly random passwords across all sites 

and services
• Significantly decreases risk of a shared and weak passwords
• But doesn’t stop “take action” phishes like business email compromises, 

running trojans, etc.

• Creates a new single-point-of-failure possibility

• You should still use one
• Webinar: https://info.knowbe4.com/truth-about-password-managers

Technical Controls
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Extreme Control: Red/Green Systems
• Every user is given two systems: physical or virtual

• Business work is done on very locked down system
• Personal work is done on the other

• Does decrease risk, but not all risk

• Phishing, ceo fraud emails, etc.

• Nearly doubles operational costs

• Consider one highly secure system instead, Qubes, Application Control 
app, etc.

Technical Controls
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Global Phishing Protection Standards
• Sender Policy Framework (SPF)
• Domain Keys Identified Mail (DKIM)
• Domain-based Message Authentication, Reporting and 

Conformance (DMARC)
• DMARC relies on/uses SPF and DKIM

• Important point: SPF, DKIM, and DMARC help you protect 
YOUR domain against spoofing by bad people to others!

• When enabled, receivers can verify whether or not an email that 
claims to be from your domain is from your domain

Technical Controls
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Global Email Authentication Standards
• Sender Policy Framework (SPF)

• Verifies the 5321 MAIL FROM domain name address
• This is the “real” return email address that you may not see

SPF & DKIM

5322.Display 
From domain

“Friendly From”
Human readable part of “From:” header.
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Global Email Authentication Standards
• Domain Keys Identified Mail (DKIM)

• Uses public/private key pair to adds a digital signature to every 
outgoing email that links the email to it’s sending Internet domain

• Verified domain is found in the DKIM-Signature header
• DKIM signatures typically cover most of the email message so that people 

cannot tamper with content of an email
• However some of the email headers are NOT included in signature --

specifically headers that tend to be modified as email flows across the 
Internet (like "Received:" and "Return-Path:" headers).

SPF & DKIM
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Global Email Authentication Standards
• Domain-based Message Authentication, Reporting and Conformance (DMARC)

• Helps to tell receivers how to treat emails that fail SPF and/or DKIM
• DMARC requires the domains that SPF and DKIM verifies to match 

what is found in the 5322.From address
• Helps senders with diagnostic reports

DMARC

5322.Display 
From domain

“Friendly From”
Human readable part of “From:” header.
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Global Phishing Protection Standards
• Both sides need to implement in order to be effective

• All work using TXT DNS records configured by sender, which is sent 
along with each email by enabled email service

• All work by receivers then using enabled email service to verify when 
receiving email

• You need to implement

Technical Controls
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Technical Controls

Pass = Verified Domain
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Technical Controls

Fail = Bad or Unverified Domain
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Domain Keys Identified Mail (DKIM)
• Designed to prevent sender email address domain spoofing by receiver 

verifying the digital signature of the mail server domain sent with each email
• Checks for domain spoofing in 5322 Display Name field

• Relies on DKIM/TXT records in DNS
• Sender must have public/private key pair

• Server signs each outgoing email

• Receiver side: All validation is done before email gets to end-user

Technical Controls
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Domain Keys Identified Mail (DKIM)
Example DKIM Email Header Verification Results

Technical Controls
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DMARC
• Sender can indicate whether they use SPF and/or DKIM, which the receiver 

can verify and rely on, and how a receiver should treat failed messages 
• TXT IN "v=DMARC1;p=quarantine;pct=100;rua=mailto:dmarccheck@example.com;" 

P =
• None – Take no special treatment for failed emails
• Quarantine – Treat as suspicious
• Reject – Reject email at server before it gets to client

Technical Controls
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Putting it 
all together

SPF, DKIM, and DMARC
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Global Phishing Protection Standards
• Sender Policy Framework (SPF)

• Domain Keys Identified Mail (DKIM)
• Domain-based Message Authentication, Reporting and Conformance 

(DMARC)

• None of them are perfect (hackers can register their domains), but they do 
help (prevent spoofing of other people’s domains)

• You should implement
• Be careful of requiring (i.e. reject), instead use quarantine

Technical Controls



56

Filtering
• Content Filtering

• On email
• On Internet browsing content

• Spam Filters

• Phishing Filters

• Email Filtering

Technical Controls
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Filtering
• Block Malicious File Attachments

• Block Outbound File Links and Protocols
• Example: file:////www.badguy.com/doc.html

• Get more detail here: 
https://www.csoonline.com/article/3333916/windows-security/i-can-
get-and-crack-your-password-hashes-from-email.html

Technical Controls
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File Attachment and URL Detonation
• All/Potentially malicious file attachments/URLs in emails are opened and 

examined for badness before sending onto user
• AKA Sandboxing
• Ex Vendors/Products: Microsoft ATP Safe Links/Safe Attachments, 

Barracuda, Proofpoint, Blue Coat, FireEye

Technical Controls
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File Attachment 
and URL Detonation 

Technical Controls
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Blacklisting
• Lists of confirmed or potentially malicious domains, which can be used to 

block email, DNS queries, etc.
• Some orgs block whole countries (e.g. Russia, China, etc.)

• I don’t recommend this strategy, but I have seen it work

• Blacklist Master (https://www.blacklistmaster.com/blacklists) (108 BLs)

• Example Vendors/Products: Spamhaus, DNSBL, Ospam, Google Safe 
Browsing

Technical Controls

https://www.blacklistmaster.com/blacklists
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Reputation Services
• Related to blacklisting, but more intelligent and dynamic

• Example Vendors/Products: Crowdstrike, Microsoft Windows Defender 
Application Guard, Google 

Technical Controls
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DNS Checks
• You can have email arriving from suspicious domains rejected or further 

inspected
• DNS domains that were created within the last 24-hours

• Very, very likely to be a rogue domain

• Can be implemented in DNS, email server product, or email protection 
product

Technical Controls



63

Network Traffic Pattern Analysis
• Analyzes network traffic patterns looking for signs of unauthorized activity

• Examples: Huge files being transferred to a foreign country you don’t do 
business with, a server connecting to lots of other servers, etc.

• Example Vendors/Products: FireEye, Crowdstrike, Aruba, Cisco 
Stealthwatch, Corelight, Bro

Technical Controls
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Agenda • Fantastic Security Awareness Training
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KnowBe4 Security Awareness Training
Baseline Testing
We provide baseline testing to assess the Phish-Prone™
percentage of your users through a free simulated phishing attack.

Train Your Users
The world's largest library of security awareness training content; 
including interactive modules, videos, games, posters and 
newsletters. Automated training campaigns with scheduled 
reminder emails.

Phish Your Users
Best-in-class, fully automated simulated phishing attacks, 
thousands of templates with unlimited usage, and community 
phishing templates.

See the Results
Enterprise-strength reporting, showing stats and graphs for both 
training and phishing, ready for management. Show the great ROI!



Generating Industry-Leading Results and ROI
• Reduced Malware and Ransomware 

Infections

• Reduced Data Loss

• Reduced Potential Cyber-theft

• Increased User Productivity

• Users Have Security Top of Mind

85% Average Improvement
Across all industries and sizes from baseline testing to one 
year or more of ongoing training and testing
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Metrics, Videos, Posters, Gamification, and more

Your metrics and reporting help tell 
your story. 

Consider using gamification and 
incentives to encourage friendly 
competition across departments.

Make everything 
reinforce your point 
and purpose
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It’s Not About Intelligence
There’s a reason it’s called Security Awareness Training
• IQ is not a good indicator of how likely you are to be 

successfully phished
• Nobel Physics prize winners have been phished out of millions of 

dollars

•Whether or not you are aware of a particular type of social 
engineering is the biggest predictor of phishing success or 
failure
• So train, train, train
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Security Awareness Training Cycle
Train Like You’re Marketing
• Frequent
• Redundant
• Entertaining
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Security Awareness Training Cycle
•When Hired

• Acceptable Use Policy
• Longer, Broader Training

• Ongoing
• Monthly simulated phishing attacks
• Immediate training when a test is failed
• Ongoing shorter trainings

• Annual – longer training
• More Training As Needed
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Make It Relevant
• Per Group, Per Role

• You want different training for your executives versus your front-
line employees

• Times, Seasons, Events of the Year
• Different seasons and events generate different types of phishing

• Mix in general topics
• Not just email
• Not just to protect work scenarios only
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Make It Relevant
Spear Phish Your Employees
Don’t let all the spear phishing testing be by the hackers
• Any public information is fair game
• Private information can be fair game

• Use a mix of general and spear phishing to test and train 
your employees
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Give “Red Flags” Training

https://blog.knowbe4.com/share-the-red-flags-of-social-engineering-infographic-with-your-employees
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Give Them Immediate Feedback Training
• Use Social Engineering 

Indicators Training
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Keep Training Current
• Scams of the 

Week
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Give Users A Way To Report Attacks
• Give the users a way to 

provide the suspect email to 
someone that can review it

• “Train your employees with 
regard to phishing, and
provide them with a quick and 
easy way to report suspicious 
emails.” 2017 DBIR

Free Phish Alert Button
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Find Out Where the Weaknesses Are
• Get and Use Good Data
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Best Practices
Training
• Train, test, train
• Testing and training once or twice per year isn’t enough
• New employee onboard training (longer and broad)

• Periodic training (shorter and more focused)

• Training on-the-spot (after a failed simulated phishing test)

• Automate as much as possible
• Make a culture where people feel safe reporting security mistakes

• More carrot and less stick
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Agenda • Real-Life Hints
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URL Training
• Help Users Understand How to Read URL Domains to spot the 

dubious URL links

Real-Life Hints
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URL Training
• Help Users Understand How to Read URL Domains to spot the dubious 

URL links

Real-Life Hints
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URL Training
• Help Users Understand How to Read URL Domains to spot the dubious 

URL links

Real-Life Hints
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https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks
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Misc
Training
• Give kudos for catching phishes

Real-Life Hints
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Misc
• Make people who do the right thing “heroes”, use them as examples

• “Gold star” “official” certificates for people who complete training and don’t 
get phished when tested

• Personalize the Why – i.e. “We will teach you and your family how to be 
safer at home with your own information and ours.”

• Cybersafety sign – X number of days since successful phish signs

• Look for signs email address guessing/harvesting is happening, especially 
around C-level employees

• Monitor email server for higher than normal rejections

Real-Life Hints



Questions?

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com

Roger A. Grimes
Data-Driven Defense Evangelist, KnowBe4

rogerg@knowbe4.com
Twitter: @rogeragrimes

https://www.linkedin.com/in/rogeragrimes/


