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https://developer.mozilla.org/en-
US/docs/Web/HTTP/Basics_of_HTTP/Identifying_resources_on_the_Web
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https://developer.mozilla.org/en-
US/docs/Web/HTTP/Basics_of_HTTP/Identifying_resources_on_the_Web
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https://wiki.mozilla.org/TLD_List
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http://data.iana.org/TLD/tlds-alpha-by-domain.txt
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https://help.surveygizmo.com/help/url-variables
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Original image taken from: 
https://umbrella.cisco.com/blog/2015/02/11/paypal-phishing-sophistication-
growing/
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Image from: https://blogs.msdn.microsoft.com/tzink/2016/11/23/where-email-
authentication-is-not-so-great-at-stopping-phishing-random-it-phishing-scams/
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Graphic from: https://blog.cloudmark.com/2014/08/06/how-spammers-are-
abusing-twitters-t-co-url-shortener/

https://en.wikipedia.org/wiki/URL_shortening#Notable_URL_shortening_services
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https://en.wikipedia.org/wiki/Percent-encoding

https://www.freeformatter.com/url-encoder.html
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https://en.wikipedia.org/wiki/Percent-encoding

https://www.freeformatter.com/url-encoder.html
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https://www.bleepingcomputer.com/news/security/weird-phishing-campaign-
uses-links-with-almost-1-000-characters/

https://nakedsecurity.sophos.com/2019/02/14/whats-behind-this-1000-
character-phishing-url/



44

https://en.wikipedia.org/wiki/Cross-site_scripting

https://tutorial.eyehunts.com/js/javascript-hello-world-alert-function-print-
example/
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https://en.wikipedia.org/wiki/Cross-site_scripting

https://tutorial.eyehunts.com/js/javascript-hello-world-alert-function-print-
example/
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https://www.thegeekstuff.com/2012/02/xss-attack-examples/

https://www.paladion.net/blogs/bypass-xss-filters-using-data-uris

https://www.gnucitizen.org/blog/self-contained-xss-attacks/

XSS cheatsheet: https://owasp.org/www-community/xss-filter-evasion-
cheatsheet
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https://www.thegeekstuff.com/2012/02/xss-attack-examples/

https://www.paladion.net/blogs/bypass-xss-filters-using-data-uris

https://www.gnucitizen.org/blog/self-contained-xss-attacks/

XSS cheatsheet: https://owasp.org/www-community/xss-filter-evasion-
cheatsheet



49

https://www.thegeekstuff.com/2012/02/xss-attack-examples/

https://www.paladion.net/blogs/bypass-xss-filters-using-data-uris

https://www.gnucitizen.org/blog/self-contained-xss-attacks/

XSS cheatsheet: https://owasp.org/www-community/xss-filter-evasion-
cheatsheet
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https://www.theregister.co.uk/2017/01/16/phishing_attack_probes_sent_mail/

https://duo.com/decipher/the-latest-phishing-attacks-target-gmail-microsoft-
word-and-android-apps



52



53

https://nakedsecurity.sophos.com/2020/03/02/lets-encrypt-issues-one-billionth-
free-certificate/

https://docs.apwg.org/reports/apwg_trends_report_q4_2019.pdf
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https://nakedsecurity.sophos.com/2020/03/02/lets-encrypt-issues-one-billionth-
free-certificate/

https://docs.apwg.org/reports/apwg_trends_report_q4_2019.pdf
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https://shop.globalsign.com/en/ssl/ev-ssl

https://en.wikipedia.org/wiki/Extended_Validation_Certificate

https://www.theregister.co.uk/2019/08/12/google_chrome_extended_validation
_certificates/
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Image from https://brianaspinall.com/math-cs-cracking-the-secret-code/
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https://en.wikipedia.org/wiki/Punycode

Note: You may also see Internationalized Domain Names [IDN] 
(https://en.wikipedia.org/wiki/Internationalized_domain_name), which is a 
method for converting and displaying domain names between languages using 
Unicode and Punycode. 

https://en.wikipedia.org/wiki/Punycode
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https://en.wikipedia.org/wiki/IDN_homograph_attack

Note: You may also see Internationalized Domain Names [IDN] 
(https://en.wikipedia.org/wiki/Internationalized_domain_name), which is a 
method for converting and displaying domain names between languages using 
Unicode and Punycode. 

https://en.wikipedia.org/wiki/IDN_homograph_attack
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https://en.wikipedia.org/wiki/IDN_homograph_attack

https://www.theguardian.com/technology/2017/apr/19/phishing-url-trick-
hackers. 
https://thehackernews.com/2017/04/unicode-Punycode-phishing-attack.html
https://www.wordfence.com/blog/2017/04/chrome-firefox-unicode-phishing/
https://en.wikipedia.org/wiki/IDN_homograph_attack
https://blog.knowbe4.com/homographic-domains-make-phishing-scams-easier

Note: It’s even possible to use Punycode hacking tricks with SMS: 
https://www.zscaler.com/blogs/research/smishing-punycode.

https://en.wikipedia.org/wiki/IDN_homograph_attack
https://www.theguardian.com/technology/2017/apr/19/phishing-url-trick-hackers
https://thehackernews.com/2017/04/unicode-Punycode-phishing-attack.html
https://www.wordfence.com/blog/2017/04/chrome-firefox-unicode-phishing/
https://en.wikipedia.org/wiki/IDN_homograph_attack
https://blog.knowbe4.com/homographic-domains-make-phishing-scams-easier
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https://thehackernews.com/2017/04/unicode-Punycode-phishing-attack.html

https://www.еріс.com/
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https://thehackernews.com/2017/04/unicode-Punycode-phishing-attack.html

https://www.еріс.com/
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https://en.wikipedia.org/wiki/IDN_homograph_attack

https://www.theguardian.com/technology/2017/apr/19/phishing-url-trick-
hackers. 
https://thehackernews.com/2017/04/unicode-Punycode-phishing-attack.html
https://www.wordfence.com/blog/2017/04/chrome-firefox-unicode-phishing/
https://en.wikipedia.org/wiki/IDN_homograph_attack
https://blog.knowbe4.com/homographic-domains-make-phishing-scams-easier

Note: It’s even possible to use Punycode hacking tricks with SMS: 
https://www.zscaler.com/blogs/research/smishing-punycode.

https://en.wikipedia.org/wiki/IDN_homograph_attack
https://www.theguardian.com/technology/2017/apr/19/phishing-url-trick-hackers
https://thehackernews.com/2017/04/unicode-Punycode-phishing-attack.html
https://www.wordfence.com/blog/2017/04/chrome-firefox-unicode-phishing/
https://en.wikipedia.org/wiki/IDN_homograph_attack
https://blog.knowbe4.com/homographic-domains-make-phishing-scams-easier
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https://www.nextofwindows.com/the-phishing-url-that-tricks-a-tech-savvy-user

https://www.reddit.com/r/sysadmin/comments/d9ndnf/heres_a_phishing_url_to
_give_you_nightmares/

Adobe fixed vulnerability
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Google fixed vulnerability
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Another SMB leak, this time using Adobe Acrobat: 
https://sensorstechforum.com/adobe-cve-2019-7089-second-patch/
Kevin’s demo: https://blog.knowbe4.com/kevin-mitnick-demos-password-hack-
no-link-click-or-attachments-necessary
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I Can Get and Hack Your Password Hashes From Email
https://www.csoonline.com/article/3333916/windows-security/i-can-get-and-
crack-your-password-hashes-from-email.html

https://www.csoonline.com/article/3333916/windows-security/i-can-get-and-crack-your-password-hashes-from-email.html
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Kevin’s demo: https://blog.knowbe4.com/kevin-mitnick-demos-password-hack-
no-link-click-or-attachments-necessary

To get Responder:

https://github.com/SpiderLabs/Responder

Or Download Kali Linux: https://www.kali.org/news/kali-linux-2018-4-release/ 
and it’s under Applications, 09 – Sniffing and Spoofing

Another SMB leak, this time using Adobe Acrobat: 
https://sensorstechforum.com/adobe-cve-2019-7089-second-patch/
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Kevin’s demo: https://blog.knowbe4.com/kevin-mitnick-demos-password-hack-
no-link-click-or-attachments-necessary

https://github.com/SpiderLabs/Responder

Another SMB leak, this time using Adobe Acrobat: 
https://sensorstechforum.com/adobe-cve-2019-7089-second-patch/

Another SMB leak announced 4/2/20 around Zoom: 
https://www.bleepingcomputer.com/news/security/zoom-lets-attackers-steal-
windows-credentials-run-programs-via-unc-links/
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https://github.com/SpiderLabs/Responder

https://portal.msrc.microsoft.com/en-US/security-
guidance/advisory/ADV170014

Another SMB leak, this time using Adobe Acrobat: 
https://sensorstechforum.com/adobe-cve-2019-7089-second-patch/
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https://github.com/SpiderLabs/Responder

Another SMB leak, this time using Adobe Acrobat: 
https://sensorstechforum.com/adobe-cve-2019-7089-second-patch/

Kevin’s demo: https://blog.knowbe4.com/kevin-mitnick-demos-password-hack-
no-link-click-or-attachments-necessary
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Whois.net
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Whois.net
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Image taken from: https://www.onlineowls.com/phishing-emails-10-tips-identify-
attack/
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www.sysinternals.com turns into https://docs.microsoft.com/en-us/sysinternals/

www.virustotal.com
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https://www.linkedin.com/pulse/windows-10-sandbox-forensics-vm-roger-
grimes/

https://www.pcworld.com/article/3338084/how-to-use-windows-sandbox-
microsoft.html
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Whois.net
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Whois.net

Domain themobilebonus.com was from a pestware ad scam

Many bogus domains are less than a day old
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Mxtoolbox.com

Note: Most malicious domains are not on blacklists
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https://mxtoolbox.com/domain/googlechromeupdates.com/

https://mxtoolbox.com/domain/googlechromeupdates.com/
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https://mxtoolbox.com/domain/googlechromeupdates.com/

https://mxtoolbox.com/domain/googlechromeupdates.com/
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