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• Introduction
• Phish inspiration
• Most interesting phishing techniques
• Best practices for phishing
• What’s new?
• Open discussion



Katie Brennan

• Technical Content Director

• Joined KnowBe4 in 2015

• Grew our template offering from 100 
to over 3,000 in 40 
languages/dialects

• Manages knowledge base
• Wrote Best Practices guide



Phish 
Inspiration

• My inbox
• Anything can be weaponized

• Current events and scams
• Politics, disasters, events, etc.

• Real phishing emails via the Phish Alert 
Button (PAB)

• Over three million emails reviewed
• Receiving 10,000-12,000 reported emails a day
• Reported Phishes of the Week

How do we come up with our template ideas?



Most 
Interesting 

Phishing 
Techniques

• Sextortion (with a twist)
• Online file sharing
• Fake attachments
• Fake text blocks 
• Broken images
• Direct deposit scams
• Man-in-the-middle attacks
• HR-spoofed emails
• iTunes gift cards

What are the bad guys up to this year?



Most Interesting 
Phishing 

Techniques: 
Sextortion

• Uses scare tactics to 
scam the user into 
sending them “hush” 
money



Most Interesting 
Phishing 

Techniques: 
Sextortion 

(with a twist!)
• Includes a real 

password that was 
involved in a data 
breach, to establish 
legitimacy and scare 
the user into reacting



Most Interesting Phishing Techniques: Online File Sharing
• Uses popular online 

file sharing platforms 
to share malicious 
files

• Notification comes 
directly from 
reputable the 
platform



Most Interesting Phishing Techniques: Online File Sharing



Most Interesting Phishing Techniques: Fake Attachments
• Uses images of 

attachments and text 
styling to mimic real 
attachments, but 
these are actually 
malicious links

• Many filters block 
attachments, so this 
is a workaround



Most Interesting Phishing Techniques: Fake Text Blocks
• Uses images of text 

to get phishy-
sounding content 
past content filters

• The entire text block 
(image) is a link



Most Interesting Phishing Techniques: Broken Images

• Uses a broken 
image on purpose 
combined with a 
helpful (malicious) 
link to get the 
user to click



Most Interesting Phishing Techniques: Direct Deposit

Imitates your CEO and spoofs your domain

Attack is directed towards Payroll, HR, or 
whoever handles employee compensation



Most Interesting Phishing Techniques: Man in the Middle

Standard invoice phish, nothing special

Vendor responds, sharing your company’s last invoice

Emails your vendor, spoofing your domainBad guys spoof your vendor, 
emailing you, asking you to pay up



Most Interesting Phishing Techniques: Spoofed HR emails

• HR commands 
respect and 
authority, so HR 
emails are 
enticing for users 
to open

• Topics are usually 
of interest to 
users (PTO, 
performance 
reviews, payroll, 
benefits, etc.)



Most Interesting Phishing Techniques: iTunes Gift Cards



Most Interesting Phishing Techniques: iTunes Gift Cards

From: John Carpenter <officeexec.mails@inbox.lv>
To: Emily Walker <ewalker@distracted.com>

Hi Emily, Let me know when you are available. There is something I need you to 
do.

I am going into a meeting now with limited phone calls, so just reply to my email.

From: John Carpenter <officeexec.mails@inbox.lv>
To: Emily Walker <ewalker@distracted.com>

Yes Emily, can you get this done ASAP? I need some couple of gift cards.

There are some listed clients we are presenting the gift cards. How
quickly can you arrange these gift cards because i need to send them

out in less than an hour. I would provide you with the type of gift
cards and amount of each..

From: Emily Walker <ewalker@distracted.com>
To: John Carpenter <officeexec.mails@inbox.lv>

Did you intend to send this to me?

From: Emily Walker <ewalker@distracted.com>
To: John Carpenter <officeexec.mails@inbox.lv>

Can do now. I’ll put on my credit card. Send me the following:

Type
Number
Amount



Most Interesting Phishing Techniques: iTunes Gift Cards

From: John Carpenter <officeexec.mails@inbox.lv>
To: Emily Walker <ewalker@distracted.com>

The type of card I need is Apple iTunes gift cards. $100 denomination,
I need $100 X 20 cards. You might not be able to get all in one store,

you can get them from different stores. When you get the cards, Scratch
out the back to reveal the card codes, and email me the codes. How soon

can you get that done? Its Urgent.

From: John Carpenter <officeexec.mails@inbox.lv>
To: Emily Walker <ewalker@distracted.com>

As soon as you can. I will await codes

From: Emily Walker <ewalker@distracted.com>
To: John Carpenter <officeexec.mails@inbox.lv>

On my way to store now. What time do you need them by?

From: Emily Walker <ewalker@distracted.com>
To: John Carpenter <officeexec.mails@inbox.lv>

Just texted you the first 11 codes. Heading to another store 
now. 5 and 6 limit per store.



Most Interesting Phishing Techniques: iTunes Gift Cards

From: John Carpenter <officeexec.mails@inbox.lv>
To: Emily Walker <ewalker@distracted.com>

Email them to me

From: Emily Walker <ewalker@distracted.com>
To: John Carpenter <officeexec.mails@inbox.lv>



Best 
Practices

1. Prepare to “go phishing”
2. Decide what to do after you phish 

(before you phish!)
3. Conduct your baseline phishing test
4. Start ongoing phishing
5. Check in on your progress and 

adapt your program

Best Practices for Phishing Your Users



Best Practices for Phishing Your Users
1. Prepare to “go phishing”

• Automated Security Awareness Program (ASAP)

• Engage your stakeholders to cultivate your organization’s security awareness culture

• Plan how you’ll set up users and user groups
• Reporting, Targeting
• Smart Groups

• Use your resources along the way
• KnowBe4 Support or your Customer Success Manager (CSM)



Best Practices for Phishing Your Users
2. Decide what to do after you phish (before you phish!)

• Will you inform your users or share the results of your baseline test?
• Reinforce the importance of your plan

• Introduce an incident response plan for phishing emails
• Phish Alert Button (PAB)

• Consider how to train or handle your most vulnerable users
• Remedial Training with short modules
• Social Engineering Indicators (SEI)



Best Practices for Phishing Your Users
3. Conduct your baseline phishing test

• Use a generic template
• Categories: Baseline Templates, Human Resources, IT

• Send the templates all at once
• Reduces the “prairie dog” effect

• Warn only those who need to know
• IT, who may receive lots of forwarded “phishing” emails
• If you’re spoofing HR, IT, or anyone else—let them in on it!



Best Practices for Phishing Your Users
4. Start an ongoing phishing program

• Conduct weekly, biweekly, or monthly phishing
• Keeps security at top of mind

• Ramp up your phishing difficulty over time
• Difficulty Rating
• Set up tiered phishing using Smart Groups (Platinum/Diamond) – vulnerable users get 

phished more often automatically!

• Vary your phishing template attack vectors – anything can be weaponized
• Maximize variability – keep your users guessing

• Stick to what the hackers use…most of the time
• Hackers still rely on old techniques and distracted or untrained users



Best Practices for Phishing Your Users
5. Check in on your progress and adapt

• Platform can be set it and forget it, but that doesn’t mean you should forget it
• Review reports and find out:

• Where are your users the most vulnerable? 
• What types of templates are they clicking on?

• Set up targeted phishing and training for vulnerable users or departments
• Phish-prone users
• Accounting, HR, Help Desk, Executives

• Consider adding penalties for failing phishing tests in your company policies



What techniques do hackers use most of the time?
According to our research, around 90% of the emails that are reported to us use social engineering schemes 
that have been around for many years.

Fake invoices, POs, 

and RFQs 

“Your invoice is past 

due. Click here to 

pay it now.”

Email password 

expiration notifications

“Your password is 

expired. Create your 

new password so you 

can log in.”

Email upgrade/update notifications“Upgrade your email or ALL of your email will be deleted. UPGRADE NOW.”

Email deactivation warnings “Your email 
will be deactivated if 

you don’t click here to 
cancel deactivation.”

Bogus online 
account 

“verifications” or 

“updates”

Fake file delivery, sharing, or 
signing 

notifications

Fake package 
or parcel 
delivery 

notifications



What’s new? Ransomware Landing Pages



Thank You!
Katie Brennan, Technical Content Director



Tips 
For Your 

Users

• Don’t reply or forward

• Know the signs of a safe email just as much 
as the signs of a dangerous email

• Understand the parts of a web address
• What to look for when hovering

• Look out for these signs of a phishing attack:
• Brand mismatch
• Typos
• URL shorteners


