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DeepFakes are not happening in a social black hole.



ADJECTIVE

Relating to or denoting circumstances in which 
objective facts are less influential in shaping public 
opinion than appeals to emotion and personal belief. 

post-truth



Competing Understandings of Reality
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DeepFakes: An Evolving Term

* Loosely *

Fabricated “fake” media created through the use of 
Artificial Intelligence and/or deep learning methods.



DeepFakes: State of Affairs

Fake Photos

Voice Fakes

Video Alteration & Fabrication

Face 
Swapping

Authentic voice 
Lip Sync with 

complementary 
facial movement



DeepFakes: State of the Art
Fake Photo Generation

Source: thispersondoesnotexist.com



DeepFakes: State of the Art
Voice Fakes: Authentic Voice Replication



Hollywood style Visual Effects (VFX)
DeepFake Videos are not



DeepFakes: State of the Art
Video Alteration: Face Swapping

Source: https://hackernoon.com/building-a-facial-
recognition-pipeline-with-deep-learning-in-
tensorflow-66e7645015b8 by Cole Murray

ß Mapping the target actor’s face.

Arguably most popular: 
Nicholas Cage DeepFake face swaps à



DeepFakes: State of the Art
Video Alteration: Face Swapping

Steve Buscemi Face and Jennifer Lawrence Body & Voice



DeepFakes: State of the Art
Video Fakes

DVP + Voice Fake
Authentic voice Lip Sync with 

complementary facial movement

Deep Video Portrait (DVP)
Facial manipulation (not replacement), 
also referred to as facial reenactment 
and Video Puppetry.
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What can we do about this 
from a security defense and 

awareness perspective?
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Tech Defense

There is good news!

Technology is being developed to identify 
deep fakes!



Use Cases: 

News & Media, 
Insurance, 
Ecommerce,
Field Construction Documentation,
Laboratory Results

Technology is a useful 
defense against technological 

manipulation.





Dr. Rita Singh
Carnegie Mellon University

State of the Art Voice Recognition Research
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Human Defense

There is nothing inherently wrong with 
pushing the bounds of technology.

However…



Human Defense

We need to have awareness in 
understanding what our ‘real’ reality is.

Cybersecurity awareness should expand 
to DeepFake awareness.



Two Items for Security Awareness Effectiveness

Persistent 
& Compelling 
Storytelling

1.



Two Items for Security Awareness Effectiveness

2.
Building a culture of technology agility



Fun.  Timely.  Provocative.

Sapien2-0.com

Try it out!
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Thank you!


