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What’s in an internet 
minute? According to 
data from RiskIQ and 
threat researchers around 
the world, a lot of evil. 

THE COST OF CYBERCRIME

THE EVIL IN AN
EVIL INTERNET MINUTE
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2018 CYBERCRIME REVENUES1
$1.5 TRILLION 
$2.9M/minute  

SECURITY BREACHES IN TOP
COMPANIES IN 20182

.4/day

$25/minute  

HACKS ON CRYPTOCURRENCY
EXCHANGES IN 2018 CAUSED3

$1 BILLION losses

$1,930/minute  

THE COST OF GLOBAL 
RANSOMWARE EVENTS IN 
2019 IS PREDICTED TO BE5

$11.5 BILLION
$22,184/minute  

LOSSES FROM PHISHING4 $1,062,000/hour 
$17,700/minute  

8,100
Identifier records
compromised per 

minute6

2.4
phishing sites 
created per 

minute8

7 malicious redirectors
detected per minute8

1 instance of malware
detected every 25 minutes8 

.04/minute

1 malicious inject detected
every 10 minutes8 

.1/minute

1 instance of Magecart
detected every 5 minutes8  

.21/minute

1.5
malvertisements 
traverse the digital 
advertising ecosystem 
per minute8

1
.32/minute

14
seconds

~4
/minute

RANSOMWARE ATTACK 
A business will fall

victim to one every7

mobile app is blacklisted 
every 3 minutes8 

1. https://www.bromium.com/press-release/hyper-connected-web-of-profit-emerges-as-global-cybercriminal-revenues-hit-1-5-trillion-annually/
2. https://www.accenture.com/_acnmedia/PDF-96/Accenture-2019-Cost-of-Cybercrime-Study-Final.pdf#zoom=50
3. https://www.herjavecgroup.com/wp-content/uploads/2018/12/CV-HG-2019-Official-Annual-Cybercrime-Report.pdf
4. https://www.rsa.com/en-us/products/fraud-prevention/cybercrime-every-60-minutes
5. https://www.herjavecgroup.com/wp-content/uploads/2018/12/CV-HG-2019-Official-Annual-Cybercrime-Report.pdf
6. https://www.rsa.com/en-us/products/fraud-prevention/cybercrime-every-60-minutes
7. https://www.herjavecgroup.com/wp-content/uploads/2018/12/CV-HG-2019-Official-Annual-Cybercrime-Report.pdf
8. RiskIQ detection data

Copyright © 2019 RiskIQ, Inc. RiskIQ, the RiskIQ logo and RiskIQ family of marks are registered trademarks or trademarks of RiskIQ, Inc. 
in the United States and other countries. Other trademarks mentioned herein may be trademarks of RiskIQ or other companies.


