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Security Awareness and Secure Behavior are NOT the Same Thing

|
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\ Traditional awareness
orograms fail to account for
| the knowledge-intention-

behavior gap
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Chief Evangelist & Strategy
Officer

About Perry

MSIA, C|CISO

Former Gartner Analyst leading research and
advisory services to CISOs, Security Leaders,
and security vendors around the world

Led security initiatives at Fidelity Information

Services, Alltel Telecommunications, and Wal-
Mart Stores

Lover of all things:
Security
Psychology
Behavioral Economics
Communication Theory
Magic, misdirection, and influence
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* The world’s most popular integrated new-
school Security Awareness Training and
— Simulated Phishing platform, over 25,000
customers worldwide

%Eh * Founded in 2010

LT D?D?m]] | s
s %:_D?_ SAasies - Recognized as a Leader in the Gartner Magic
S Quadrant for Computer-Based Training (CBT)
= = — = + Organizations leverage KnowBe4 to enable
T their employees to make smarter security

decisions, everyday.
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Agenda

. Why behavior?

. How can you model and design

secure behaviors to help shape good
security hygiene?

. How can you debug behavior?




KnewBe4
Human error. Conquered.

Agenda

1. Why behavior?

2. ‘How can you medel and design
secure behaviors te‘thelp shape good
security hygiene?

3. How can'you debugbehavior?




There are

of

What your

Just because I'm If you try to work
aware doesn’t mean against human
that | care. nature, you will fail.

employees do is way
more important than
what they know.




are NOT the Same Thing

Just because I’'m
aware doesn’t
mean that | care.
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If you try to work against human nature,
you will fail...



Thinking, Fast & Slow (Daniel Kahneman)

ACTIONABLE INSIGHTS IN ONE PAGE

% THE 2 SYSTEMS E& READINGRAPHICS

System 1 (Fast Thinking) System 2 (Slow Thinking)

Used for specific
problems, only if
necessary

Continuously scans
our environment.

Takes effort to analyze,
reason, solve complex
problems, exercise
self-control

Fast but error-prone

Works automatically
& effortlessly via
shortcuts, impulses @
and intuition.

Slow but reliable

Graphic Source: https://readingraphics.com/book-summary-thinking-fast-and-slow/



e
System 1 Thinking Example

Which line is longest?




e
System 2 Thinking Example

Solve for x:

532 + 86 =X




e
Your awareness program should not focus only on information delivery

Ask yourself:
Do you care more about what your people
know or what they do?
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INTENTIONAL

MALICIOUS ZONE INTENTIONALLY BENEFICIAL
IIETONA
INTENDED TO LEAD
BEHAVIOR LEADING
TO NEGATIVE
ST TO POSITIVE
OUTCOMES
Thinking about
Behavioral
Intersections ACCIDENTAL / UNCONSCIOUS,
and UNINTENDED NATURAL BEHAVIOR
: BEHAVIOR LEADING LEADING TO
Interventions TO NEGATIVE POSITIVE
OUTCOMES OUTCOMES
NATURALLY BENEFICIAL

UNINTENTIONAL

NEGATIVE > POSITIVE



1.

2. How can you model and design
Agenda secure behaviors to help shape good

security hygiene?

KnewBe4
Human error. Conquered.




Why Is Getting the Desired Behaviors
So Difficult?

b o
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i~ BJ Fogg
&

5 truths about human nature: W
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BJ Fogg is the father of a field now referred as “Behavior Design.”

High

Fogg Behavior Model Behavior happens when

BehaviorModel.org

B=MAP three things come

. - together at the same
F= Prompts .
g succeed here t| me:
g
=

- Motivation, Ability, and
Low o e a Prompt to do the

Hard to Do Ab|[|ty Easy to Do

behavior...

http://behaviormodel.org




Get Specific:

1.What behaviors, if adopted, would
have the most security benefit for our
organization?

2.1s this a group of behaviors, or is this a
single behavior?

3.ls this a behavior that we have the

// appetite to take-on right now?




Designing Behavior (A Non-Security Example)

Behavior(B): What specific Drink a glass of water

behavior do we want someone to

do?

Motivation(M): What types of e They could be thirsty

things might motivate someone to e The might want social acceptance (everyone else is doing it)
perform the B? e They might want to avoid offending the person offering them water

e They believe that there are positive health benefits associated with staying hydrated

e FEtc.
Ability(A): What types of things e Aglass of water is available to the person or can be obtained with little effort
must someone already be able to e The person’s mouth is not taped shut
do or know to successfully e The person is not asleep or otherwise incapacitated
perform the B?
o Ftc...
Prompts(P): What types of things e The person noticing that they are thirsty
can cue the B? e Someone offers the person a glass of water

e The person receives a prompt from a health-app reminding them to drink

e [Etc.
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Thoughts on Designing for Each Element
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TROJAN HORSES
FOR THE MIND

Learn from Marketers and Storytellers
to Influence Motivation
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Will you donate to Fight Hunge re

A nudge, as we will use the term, is any aspect of the choice architecture that alters people's behavior in a
predictable way without forbidding any options or significantly changing their economic incentives. To count as a

mere nudge, the intervention must be easy and cheap to avoid. Nudges are not mandates. Putting fruit at eye level

counts as a nUdge' Bannlng Junk fOOd does not. Nudge: Improving Decisions About Health, Wealth, and Happiness, 2008

KnewBe4
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Nudge them in the right direction

A nudge, as we will use the

term, is any aspect of the choice Password

architecture that alters people's
behavior in a predictable way
without forbidding any options
or significantly changing their
economic incentives. To count

Not great

as a mere nudge, the
intervention must be easy and
cheap to avoid. Nudges are not
mandates. Putting fruit at eye
level counts as a nudge. Banning
junk food does not.

Your password change portal is a great place to insert a nudge:
Strength Meters
Videos on how to create & remember strong passwords
Elective LMS modules
etc.

Nudge: Improving Decisions About Health,
Wealth, and Happiness, 2008
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A power prompt is a prompt that the user rece

that also conta

ion,

Ivat

t

Increase mo

ins something intended to

r, or both.

e

make the behavior eas



Designing Behavior (A Security Example)

Behavior(B): What specific behavior do Choose a good password
we want someone to do?
Motivation(M): What types of things * They understand and appreciate the value of choosing a good password
might motivate someone to perform the * They feel empowered by choosing a good password
B? * They feel more secure by choosing a good password
* They are afraid that their current password has been (or might be) compromised due to its
simplicity
* They feel pressure to create a better password because the organization is monitoring password
strength
Ability(A): What types of things must * The person has the required knowledge of how to construct a password that is both strong and
someone already be able to do or know memorable
to successfully perform the B? * The person has tools that will help them construct a password that is both strong and
memorable
* The person has tools that will choose a strong password and remember that password for them
Prompts(P): What types of things can * The person just feels like changing their password
cue the B? * The person receives notification that it is time to change his/her password
* The person is locked-out of his/her account because they forgot their current password
* The organization issues a forced password reset
* The person receives a security tip that has advice on how to create and remember a good
password
* The person forgot their current password and is about to perform a password reset
* The person receives a notification that his/her account was breached, and hackers may have

accessed the password




Plan like a Marketer. Test like an Attacker.

Phishing / Automated Social Engineering Testing

] ]
Executlve Department Manager Security Town Hall
Message/Video Message
o
LMS Modules LMS Modules LMS Modules
Newsletter I ewsletter Newsletter Newsletter

Digital Signage — Theme 1 Digital Signage — Theme 2

Time
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Agenda

. Why behavior?

2. ‘How can you medel and design

secure behaviors to‘thelp shape good
security hygiene?

. How can you debug behavior?
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Account for

Behavioral
Segments

High

Low

€ Grour1

Fogg Behavior Model

BehaviorModel.org
Design primarily B=MAP
for Groups 1and 2 at the same moment
Prompts
succeed here
Prompts
fall here
6 Graphic based on Fogg Behavior Model. e
Adapted with permission. ©2019 BJ Fogg
Hard to Do Ablllty Easy to Do
@ Grour2 € Grour3 O crour 4



Prompt:

behavior.

effectively?

e Have the prompts become
‘invisible’ through overuse?

e Are the prompts occurring
through an optimal channel?

e Can we create a power prompt?

.L

e Are we prompting for the
behavior? If not, prompt for the

e |f so, are the prompts designed

“/\

; ebuggyné Problem thavmrs

()
Ability:

e |s the behavior still too hard?

e |s there any way to make the
behavior easier? Perhaps
through tools, additional
training, etc.?

e |s this behavior even something
most humans can do
consistently?

e |s there a time that the

behavior feels easier or more
achievable than other times?

e Can we embed something
within the prompt that will
reduce the real (or perceived)
time, complexity, or effort

required to do the behavior?

Motivation:

e What factors might enhance or
erode emotion at the time of
behavior?

¢ Are their times when someone
may feel more naturally
motivated to do the behavior?

e |s there a way to make the
behavior feel more meaningful?

¢ Are their social, environmental,
or other factors that can be
leveraged to provide intrinsic or
extrinsic motivation?

e Can we place a motivational
boost within the prompt?
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Designing for the Larger Issue
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Do you care more about
what your employees know {3y
or what they do?’ )\
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Perry Carpenter, MSIA, C|CISO
Chief Evangelist & Strategy Officer
Email: perry@knowbed.com

Twitter: @PerryCarpenter
LinkedIn:  /in/PerryCarpenter




