Recommended

We recommend that you use ASAP (Automated Security Awareness Program), which is a revolutionary tool for
creating and implementing a fully mature, customized program for your organization in just a few minutes.
This is a sample training plan that can help complement ASAP.

Security Assessments
- Security Awareness Proficiency Assessment (70 min/36)

- Security Culture Survey (10 min/13)

Please let us know if you are interested in piloting additional languages.
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2. El Pescador - C-Level Phishing (6 min/34) 8. exploqii - IT Security in the Workplace (2 min/34)
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6. El Pescador - Finance Sector Phishing (5 min/34)  12. KB4 - 2021 Danger Zone (5 min/34)
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Materials to Periodically Send Out
* Plland You -
* 20 Ways to Block Mobile Attacks
* Spot the Phish

* Becoming a Human Firewall

® Dubbed in 8 most common languages
e Subtitles in 26 other languages
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Security Awareness

Based on the results of the Proficiency Assessment you can select from the following 7 domain areas to improve the
weakness identified in your employee base through this assessment. We recommend that everyone do a foundational
training module yearly and then include shorter more enjoyable modules throughout the year.

Email Security

Mobile Devices

El Pescador
- Finance Sector Phishing (5 min/34)
~ C-Level Phishing (6 min/34)

Twist & Shout
~ Email Phishing (4 min/34)

Internet Use

Twist & Shout
- Safe Surfing (4 min/34)

Popcorn
- Spot the Bad Link (3 min/34)

SAC
- Data Breaches and You (4 min/34)

Passwords & Authentication

Twist & Shout

~ Passwords & Access (4 min/34)

- Restricted Intelligence Season 1: Ep 1 - The Test
(Passwords and Passes) (4 min/35)

exploqii

— Secure Passwords (2 min/33)

KB4

- 2018 Creating Strong Passwords (10 min/22)

Incident Reporting

Twist & Shout

- Mobile Devices (4 min/34)

exploqii

- Information Security @ Mobile Devices (2 min/36)
KB4

- Mobile Device Security (10 min/34)

- CEO Fraud (10 min/34)

Social Media Use

Twist & Shout

~ Restricted Intelligence Season 1: Ep 5 - The Leak
(Social Media) (4 min/36)

KB4

- Social Media: Staying Secure in a Connected World
(8 min/34)

exploqii
- Information Security @ Mobile Devices (2 min/25)

Regional Specific Training

Content includes various subscription levels, content types, and publishers.

- Australian Privacy Act - 4

- GDPR-21

-~ Japan Protection of Personal Information - 1
- LGPD: 14

- NCSC- 1

- POPIA-2

New Publishers Added

exploqii
~ [T Security in the Workplace (2 min/34)
— Insider Threat (2 min/34)

KB4

- Using the Phish Alert Button: Report Suspicious Emails
(10 min/37)

- When You Report, We Get Stronger -- PAB (2 min/7)

KnowBe4

Saya - Available in Japanese and English - United States
~ Traps Lurking in Viral Internet Memes - (4 min)

- Mistakenly Sending the Wrong Email - (4 min)

- USB Drop Attack and Ransomware - (4 min)

- Japan Revised Act on the Protection of Personal
Information - (8 min)
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