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The Art of Invisibility:

Important New Privacy Concerns
for Your Quickly Evolving
Remote Workforce

A Discussion with Kevin Mitnick

™
7\ Kevin Mitnick Perry Carpenter
Chief Evangelist & Strategy Officer
KnowBe4, Inc. o ¥ KnowBe4, Inc.




Becoming
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The Tension:
(Convenience v. Privacy)
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Even more than technology, privacy is an
issue involving mindsets and behaviors



... and these involve “in the moment” tradeoffs
that neither humans nor corporations are good
at being rational about



So, who is this information good for?
s it just for sketchy guys in hoods?

.........
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In light of current
events, what thoughts
and recommendations

do you have for
workplaces and work-
from-home situations?
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Work from home considerations

 Separate devices for work & personal use, if
possible

* Consider using direct Ethernet.connection; if not
available, ensure wireless connection is secure
(i.e. WPA2)

* Where possible, use a VPN to access & interact
with employer systems/data

 Upgrade router and modem firmware
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Your people working from home may be
stressed and distracted.

..they are more vulnerable than ever to phishing attacks.



Demo
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What about Mobile Devices?

APPLICATION THREATS NETWORK THREATS DEVICE THREATS
Screenlogger, Risky network connection, | OS vulnerabilities exploitation,
Data sending trojan, Malicious proxies connection, Root / lailbreak,

Keylogger, VPN connection, Hidden root / jailbreak...
SMS Trojan, Pharming,

Ransomware, Sessions hijacking,

Leaky / intrusive behaviors... Man-In-The-Middle...
L Source: https://www.pradeo.com/en-US/mobile-threat-protection 4
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ZERODIUM Payouts for Mobiles’

Up to
$2,500,000
FCP: Full Chain with Persistence ‘ B 10S
RCE: Remote Code Execution B Androld
LPE: Local Privilege Escalation B Any OS '
Up to SBX: Sandbox Escape or Bypass 10S FCP
$2,000,000 Zero Click
0SS
2.001 h | -
Up to WhatsApp iMessage
sl.s:o.ooo RCE+LPE RCE+LPE
Zero Click Zero Click
108 /Androkd 108
Al F A |
Up to SMS/MMS
$1,000,000 RCE+LPE RCE+LPE

10S fAndrokd 10S/Androkd
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Mobile Device Considerations

e iOS devices keep a record of all your location data

e Suspect malware? Just reload OS on device.

* Are you protecting your backups with a good password? (more on
passwords later)

e Keeping patches up to date on mobile devices

e Use a strong credential to protect your mobile device

* Turn off Bluetooth-and wireless when not using.it

* Install Brave browser (privacy based), NYC Secure (mobile IDS), Signal or
Wickr (secure messengers)

* Backup mobile device; note if you use google authenticator you cannot
transfer 2FA codes to new phone

* Burner app for throw away numbers (can be tracked to phone owner)
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Are 'Smart Dewce actually Surve/llance Devices?
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When and where is deep privacy warranted?
-- Thoughts, Tools, & Gotcha’s --
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Thinking about

Passwords
-- Keys to the Kingdom --
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Demo
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