
Epic Cyber Hero 
Handbook

JOIN OUR LEAGUE OF CRIME FIGHTING CYBER HEROES! 
Every hero needs a helping hand sometimes, 

so don’t be scared to ask your parents.

THINK
BEFORE

Y   U CLICK!
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QUIZ ANSWERS

YOU MADE IT
WELL DONE!
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1. False. Use strong privacy settings and never give out your 
personal information!

2. No. Rather download them from the app store. Criminals 
hide viruses in apps.

3. Tell an adult! Cyberbullying is serious and must be dealt 
with by an adult. 

4. No. Always think before you post. Be a responsible cyber 
citizen.

5. False. Rather use a phrase or the first letters of the line of 
a song or a joke. For example: 
“My Dad has hair in his nose” can become “MDhhihn” 

6. No! Some people online are not who they say they are 
and may want to harm you. Only accept requests from 
people you know and trust in real life.

7. True. Parents will be able to help in any situation that may 
leave you feeling unsure or uneasy.

8. Yes. Some downloads can have viruses in them and some 
links may not take you to where you want to go. An adult can 
help you navigate cyberspace safely. 

THE CYBER MAZE:

SPOT THE BAD GUY:

CHATTERBOX ANSWERS:

WORD SEARCH:

CROSSWORD PUZZLE:
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with your Cyber Hero training, please read & sign

(hand on heart and solemnly swear):

I will not give out personal information such as my address, telephone number, 
parents’ work address/telephone number, or the name and location of my school 
without my parents’ permission.

I will tell my parents right away if I come across any information that makes me feel 
uncomfortable.

I will not give out my passwords to anyone (even my best friends) 

I will be a good online citizen and not do anything that hurts other people or is against 
the law or my school’s rules.

I will always, think before I click!

And don’t forget this applies to your computer, cell phone, tablet, or even gaming console 
that can connect to the internet.

As a digital citizen, we encourage you to share your Cyber Hero pledge with your friends, 
classmates and family, in order to create a happy, fun and educational online community. 

Be a responsible cyber citizen... A CYBER HERO!

Signed

_______________________________

Date

_______________________________

Help the email reach the computer.
Be careful of the phish!

THE CYBER MAZE

I 'M A

HER
CYBER

YOU MADE IT
WELL DONE!

We are so excited 
to have you on board.

THE CYBER HERO PLEDGE 

TO GET STARTED...
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WORD SEARCH

SMISHING 

SPOOFING 

CYBERBULLYING 

SPEAR PHISHING 

RANSOMWARE 

PASSWORD 

CYBERHERO 

PHISHING

Can you find these words?

COLOURING IN
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Welcome to the motherboard
CAN YOU SPOT THE BAD GUY?
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We agree to follow these rules, with the help of family 
and friends, when we use the Internet, mobile phones, 
tablets and game consoles:

The internet can be a scary place, but there is no avoiding the world 
wide web, just make sure when you browse you always remain ALERT!

FAMILY AGREEMENT  

No 1 Rule: Only get together with people you meet online with 
your parents permission and/or supervision. It is very dangerous 
to meet up with people you meet on the internet as they may not 
be who they seem to be. Always remain ALERT!

ASK FIRST
Especially if you are visiting websites you haven’t been to before, if you get emails 
or links from people you don’t know, if you want to make an online purchase or 
if you are uploading photos.

A

RESPONSIBLE ONLINE BEHAVIOUR
Don’t do anything online to hurt someone, that is against school rules, or against 
the law. Respect other people online, and only connect with people you know in 
real life.

R

TALK TO YOUR PARENTS
Tell your parents if anything makes you feel uncomfortable.

T

LIMIT PERSONAL INFORMATION
Don’t share your location, school name or phone number.

L

EASY TO REMEMBER, BUT HARD 
TO GUESS PASSWORDS

Never share your password with anyone.

E
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ACROSS
1. Like a bully at school, but found on the 	
	  internet.
4. The name of a bad guy that breaks into 
	  your computer using code (like the 
	  ones you see on movies).
5. When the email address looks like it is 	
	  from the real person, but has been sent 
	  by a cybercriminal.
6. When you login to an account you use 
	  a username and ___________.
8. The page on the internet that you visit 
	  that starts with www. 
10. Where you have friends online or share 
	   status updates and pictures.
11. When you send letters on computers.

DOWN
2. When you want to go on the internet 

 you open this. 
3. When cybercriminals take over your 
	  computer files and won’t give them 		
    back until you give them money.
6. A fake email that tries to get you to give 
	 out details because it looks real. 
7. When you take files from the internet 
    and put them on your computer.
9. A piece of code that destroys data on 
    a computer. It’s also something that
    makes you sick. 

CROSSWORD PUZZLE
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Some of these clues may 
be a bit tricky. The crossword 

can be fun for the whole family!  
Ask your parents or brothers 
or sisters for help. Let’s test 

their cyber hero status.



CHATTERBOX

Fold away from you on the dotted black lines, 
towards you on the orange.
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False. 
Use strong 

privacy settings 
and never give 

out your personal 
information!

Tell an adult! 
Cyberbullying is 

serious and m
ust 

be dealt w
ith 

by an adult. 

False.
 Rather use a 

phrase or the first 
letters of the line of 

a song or a joke. 
For example: 
 “My Dad has 

hair in his nose”
 can become

 “MDhhihn”

No. 
Rather 
download them 
from the app store. 
Criminals hide 
viruses in apps.

N
o. 

Alw
ays think 

before you post. 
Be a responsible 
cyber citizen.

No!
Some people
online are not
who they say they 
are and may want 
to harm you. Only 
accept requests 
from people you 
know and trust
in real life.

8. Before downloading 
or clicking on a link, 
should I ask 
an adult?

7. True or False: 
If you are not sure 

ask a parent.

4. If you delete 
something that you 
posted online it’s 
gone forever?

5. True or False: 
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2. Is it ok to copy apps 
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 friends?

3. If someone you 
know is nasty to 

someone online, 
you must...
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PASSWORD COMPETITION

Can you crack this password based on 
a classic nursery rhyme? 

HERE’S A CLUE: 
This gentleman owns land with animals on it.

CLUES
The opposite of young:

The name of a fast food restaurant: 

Past tense of has: 

Where animals like cows, sheep and horses live: 

8 + 1 =                 5 -           = 3       25 /           = 5

The symbols used to create this emoji  :)

A

ANSWER

WIN


